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Chapter1IntroductionRandomnumbersareoftremendousvalueinmanycomputationalcontexts.Inimpor-tancesamplingMonteCarlo,randomnumberspermitthesamplingoftherelevantpartofanextremelylarge(high-dimensional)phasespaceinordertodetermine(forexample)thethermalequilibriumpropertiesofaphysicalsystemnearacriticalpoint.Ingames,randomnumbersensureauniqueandfair(inthesenseofbeingunbiased)playingex-perience.Randomnumbersplayacriticalroleincryptography,whichismoreorlessthefundamentalbasisorsinequanonofInternetcommerce.Randomnumbersareofconsiderableinteresttomathematiciansandstatisticiansincontextsthatrangefromthepurelytheoreticaltotheverymuchapplied.Thereis,alas,afundamentalproblemwiththis,andseveralrelatedsub-problems.Thefundamentalproblemisthatitisnotpossibletogeneratetrulyrandomnumbersbymeansofanymathematicalalgorithm.Theveryterm“randomnumbergenerator”(RNG)isamathematicalorcomputationaloxymoron.Eveninphysics,sourcesoftruerandomnessarerare.Thereisavery,veryoldargu-mentaboutwhetherevenquantumexperimentsproduceresultsthataretrulyrandomatafundamentallevelorwhetherexperimentalresultsinquantumtheorythatproduceseeminglyrandomoutcomesreflecttheentropyinherentinthemeasuringapparatus.Thisisanon-trivialproblemwithnosimpleorobviouslytrueanswereventoday,sinceitisfundamentallyconnectedtowhethertheUniverseisopenorclosed.BothrelativitytheoryandtheGeneralizedMasterEquationthatisperhapsthemostgeneralwayofdescribingthequantummeasurementprocessofanopensystemembeddedinaclosedquantumuniversesuggestthatwhatappearstobeirreversibilityandrandomnessinlab-oratoryexperimentsisduetoaprojectionofthestationaryquantumdescriptionoftheuniverseontothemuchsmallerquantumdescriptionofthe“system”thatissupposedtoproducetherandomresult(suchasphotonemissionduetospontaneousdecayofanexcitedatomintothegroundstate).The“randomness”oftheapparentresultfollowsfromtakingastatisticaltraceovertheexcludeddegreesoffreedom,whichintroduceswhatamountstoarandomphase9



approximationthatwashesouttheactualcorrelationsinherentintheextendedfullycorrelatedstate.Focussingonissuesof“hiddenvariables”withinanygivequantumsubsystemobscurestheactualproblem,whichisstrictlytheimpossibilityoftreatingboththequantumsubsystembeingstudiedandthe(necessarilyclassical)measuringapparatus(whichisreallytherestofthequantummechanicaluniverse)onanequalquantummechanicalfooting.Ifonedoes,alltraceofrandomnessdisappearsasthequantumtimeevolutionoperatorforthecompletesystemisfullydeterministic.Ultimately,itseemstobedifficulttodifferentiatetruerandomnessinphysicalpro-cessesfrommereentropy,alackofknowledgeofsomeaspectoranotherofthesystem.Onlybysystematicallyanalyzingaseriesofexperimentalresultsfor“randomness”canonemakeajudgementonwhetherornottheunderlyingprocessistrulyrandom,ormerelyunpredictable.Notewellthatunpredictableandrandomareoftenusedassynonyms,buttheyarenotreallythesamething.Athingmaybeunpredictableduetoentropy–ourlackofthedatarequiredtomakeitpredictable.Examplesofthissortofrandomnessaboundinclassicalstatisticalmechanicsorthetheoryofdeterministicchaos.Wewillthereforeleavethequestionaboutwhetheranygivenphysicalprocessisinfactrandomopen,athingtobeexperimentallyaddressedbyapplyingtestsforrandomness,andnotafundamentalgiven.Forthisreason,puristsoftenrefertosoftware-basedRNGsaspseudo-randomnum-bergeneratorstoemphasizethefactthatthenumberstheyproducearenot,infact,“random”.Asonecanseefromthediscussionabove,hardware-basedRNGsareequallysusceptibletobeing“pseudo”intheirrandomnessor(howeverunpredictabletheymightbe)theymaywellhaveadistributionthatisnotperfectlyflatandhencedoesnotcon-formtotherequirementsofanidealRNG.Attheveryleasttheyareaslikelytoneedtobesubjectedtorandomnesstestsassoftwaregeneratorsandshouldnotbeassumedtobe“trulyrandom”.ThepurposeofDieharderistoprovideasuiteoftests,assystematicaspossible,towhich“randomnumbergenerators”ofallsortscanbesubjected.Forthisreasonwewill,forbrevity’ssake,omittheword“pseudo”whendiscussingRNGsbutitshouldneverthelessbeunderstood.Anotherproblemassociatedwithrandomnumbersinthecontextofmoderncomput-ingisthatnumericalsimulationscanconsumealotofe.g.randomuniformdeviates,randomunsignedintegers,randombits,randomnumbersofallsorts.SimulationsonalargecomputeclustercanconsumeclosetoAvogadro’snumberofuniformdeviatesinasingleextendedcomputationoverthecourseofmonthstoyears.Oversuchalongsequence,problemscanemergeevenwithgeneratorsthatappeartopassmanyteststhatsampleonlyafewmillionsofrandomnumbers(lessthanabillionbits,say).Manyrandomnumbergeneratorsareinfactstate-periodicandrepeatasinglesequenceafteracertainnumberofreturns.Oldergeneratorsoftenhadaveryshortperiod.Thismeantthatsimulationsthatconsumedmorerandomnumbersthanthisperiodinfactreproducedthesamesamplesequenceoverandoveragaininsteadofgeneratingtheindependent,



identicallydistributed(iid)samplesthattheauthorofthesimulationprobablyintended.Arelatedissueisassociatedwiththedimensionalityofthecorrelation.Manygener-atorsproducenumbersthataresubtlypatterned(e.g.distributedonhyperplanes)butonlyinaspaceofhighdimensionality.Anumberoftestsonlyrevealalackofrandom-nessbyconstructingastatisticthatmeasuresthenon-uniformityofthedistributionofrandomcoordinateN-tupletsinanNdimensionalspace.Thisnon-uniformitycanonlyberesolvedwhenthespacebeginstobefilledwithpointsatsomedensity.Unfortunately,thenumberofpointsrequiredtofillsuchaspacescaleslikethepowerofthedimension,meaningthatitisverydifficulttoresolvethisparticularkindofcorrelationbyfillingaspaceofmorethanaveryfewdimensions.Forallofthesereasons,thedevelopmentandimplementationoftestsfortherandom-nessofnumbersequencesproducedbyvariousRNGswithrealorimaginedvirtuesisanimportantjobinstatisticalcomputationandsimulationtheory.Forroughlyadecade,themostoftencitedtestsuiteofthissortisonedevelopedbyGeorgeMarsagliaknownasthe“DiehardBatteryofTestsofRandomness”[?].Indeed,arandomnumbergeneratorhasnotbeenthoughttobestrongunlessit“passesDiehard”–ithasbecomethedefiningtestofrandomness,asitwere.Thisreputationisnotundeserved.Diehardcontainsanumberoftestswhichtestforverysubtlenon-randomness–correlationsorpatternsinthenumbersproduced–fromthebit-sequenceleveltothelevelofdistributionsofuniformdeviates.IthasnotproveneasyforRNGstopassDiehard,whichhasmadeitarelativelystrongandlastingsuiteoftests.Evenso-called“trulyrandom”sourcessuchashardwareRNGsbasedone.g.thermalnoise,entropy,andothersupposedly“random”electromechanicalorevenquantummechanicalprocesseshavebeendemonstratedtocontainsubtlenon-randompatterningbyvirtueoffailingDiehard.OneweaknessofDiehardhasbeenitsrelativelackofgoodtestsforbitlevelrandomnessandcryptographicstrength.Thismotivatedthedevelopment,bytheNationalInstituteofStandardsandTechnology(NIST)oftheStatisticalTestSuite(STS):aDiehard-likecollectionoftestsofthebitlevelrandomnessofbitsequencesproducedbyRNGs[?].ThereissmallbitofredundancywithDiehard–bothincludebinaryranktests,forexample–butbyinlargethetestsrepresentanextensionofthemethodologyutilizedextensivelyinDiehardtolookforspecifickindsofbitlevelcorrelations.Inadditiontothesetwowell-knownsuitesoftests,thereareanumberofotherteststhathavebeendescribedintheliteratureorimplementedincodeinvariouscon-texts.Perhapsthebest-knownremainingsourceofsuchtestsisinKnuth’sTheArtofProgramming[?],wherehedevotesanentiresectiontoboththegenerationandtestingofrandomnumbers.SomeoftheDiehardandSTStestsaredescribedhere,forexample.AsecondweaknessinDiehardhasbeenitslackofparametricvariability.IthasbeenusedasastandardforRNGstoafault,ratherthanbeingviewedasatoolforexploringthepropertiesofRNGsinasystematicway.AnyonewhoactuallyworkswithanyoftheRNGtesterstoanysignificantextent,however,knowsthatthequalityofaRNGisnotsuchacutanddriedissue.Ageneratorthatis,infact,weakcaneasily“passDiehard”



(oratleast,passanygiventestinDiehard)byvirtueofproducingp-valuesthatarenotlessthan0.01(orwhateverelseonedeterminesthecut-offforfailuretobe).OfcourseagoodRNGproducessuchavalueoneinahundredtrials,justasabadRNGmightwellproducep-valuesgreaterthan0.0198outof100timesforanygiventestsizeandstill,ultimatelybebad.Toputitanotherway,althoughmanytestsintheDiehardsuitearequitesensitiveandarecapableofdemonstratingalackofrandomnessingeneratorswithparticularkindsofinternalcorrelations,itlacksthepowerofclearlydiscriminatingthefailuresbecauseinordertoincreasethediscriminationofatestoneusuallyhastoincreasesamplesizesfortheindividualteststhemselvesandimposeaKolmogorov-Smirnovtestonthedistributionofp-valuesthatresultsfrommanyindependentrunsofthetesttodeterminewhetherornotitisuniform.Thisisclearlydemonstratedbelow–parameterizingDiehard(wherepossible)andincreasingitspowerofdiscriminationisaprimarymotivationofthiswork.TheSTSsuitepublicationdescribesthisquiteelegantly,althoughitstillfallsshortwhenitcomestoimplementingitstestswithaclearmechanismforsystematicallyim-provingtheresolution(abilitytodetectagivenkindofcorrelationasaRNGfailure)anddiscrimination(abilitytoclearlyandunambiguouslyandreproduciblydemonstratethatfailureforanygiveninputRNGthatdoes,infact,possessoneofthekindsofcorrelationthatleadstofailure).AstrongrequirementforthissortofparametricvariationtoachievediscriminationisthatthetestsuiteintegrateanysoftwareRNGbeingtestedsothatitcanbefreelyreseededandsothatsequencesofrandomnumbersofarbitrarylengthcanbegenerated.Otherwiseatestmaybychancemissafailurethatoccursonlyforcertainseedmoduli,ormaynotbeabletogenerateenoughsampleswithinatestorrepeatatestenoughtimestobeabletoclearlyresolveamarginalfailure.Theremainingpurposeofthisworkistoprovideareadilyavailablesourcecodedistributionofauniversal,modifiableandextensibleRNGtestsuite.DiehardwasclearlycopyrightedworkofGeorgeMarsaglia,butthelicensingoftheactualprogramthatimplementedthesuite(althoughitwasopenlydistributedfromtheFSUwebsiteforclosetoadecade)wasfarfromclear.STSisagovernment-sponsoredNISTpublicationandisthereforeexplicitlyinthepublicdomain.Knuth’svarioustestsaredescribedinprosetextbutnotimplementedinanyparticularpieceofcodeatall.Inordertoachievethegoalsofuniversality,extensibility,andmodifiability,itisessentialthatasoftwareimplementationofaRNGtestsuitehaveaveryclearpubliclicensethatexplicitlyprotectstherightoftheusertoaccessandmodifythesource,andthatfurtherguaranteesthatmodificationstothesourceinturnbecomepartoftheopensourceprojectfromwhichtheyarederivedandcannotbe“co-opted”intoacommercialproduct.These,then,arethemotivationsforthecreationoftheDiehardersuiteofrandomnumbertests–intendedtobetheSwissArmyKnifeofRNGtestsor(ifyouprefer)the“lastsuiteyou’lleverwear”asfarasRNGtestingisconcerned.DieharderisfromthebeginningaGnuPublicLicensed(GPL)[?]projectandishenceguaranteedtobeandremainanopensourcetoolset.TherecanbenosurprisesinDieharder,andforbetter



orforworsethecodeisreadilyavailableforalltoinspectormodifyasproblemsarediscoveredorasindividualswishtoexperimentwithnewthings.Diehardercontainsallofthediehardtests,implementedwhereverpossiblewithvari-ablesthatcontrolthesizeofthesamplespacepertestthatcontributetothetest’sp-value,orthenumberofp-valuesthatcontributetothefinaltestonthedistributionofp-valuesreturnedbymanyindependentruns.DieharderhasasadesigngoaltheencapsulationofalloftheSTStestsaswellinthesingleconsistenttestframework.DieharderwillalsoimplementselectedtestsfromKnuththatthusfarhavefailedtobeimplementedineitherDiehardortheSTS.Finally,Dieharderimplementsatimingtest(asthecostinCPUtimerequiredtogenerateauniformdeviateiscertainlyhighlyrelevanttotheprocessofdecidingwhichRNGtoimplementinanygivenpieceofcode),varioustestsinventedbytheauthortoinvestigatespecificwaysageneratormightfail(documentedbelow)andhasatemplatedinterfacefor”usercontributed”testswhere,basically,anybodycanaddtestsoftheirowninventioninaconsistentwaytothesuite.Theselattertestsclearlydemonstratetheextensibilityofthesuite–ittookonlyafewhoursofprogrammingandtestingtoaddasimpletesttothesuitetoserveasatemplateforfuturedevelopers.DieharderistightlyintegratedwiththeGnuScientificLibrary(GSL),anotherGPLprojectthatprovidesauniversal,modifiable,andextensiblenumericallibraryinopensourceform.Inparticular,theGSLcontainsover60RNGspre-encapsulatedinasinglecommoncallenvironment,sothatcodecanbewrittenthatpermitsanyoftheseRNGstobeusedtogeneraterandomnumbersinanygivenblockofcodeatruntimebyalteringthevalueofasinglevariableintheprogram.Routinesalreadyencapsulatedincludemanywell-knowngeneratorsthatfailoneormoreDiehardtests,aswellasseveralthataretoutedashavingpassedDiehard.Asweshallsee,thatisasomewhatoptimisticassertion–itisratherfairertosaythatDiehardcouldonlyratherweaklyresolvetheirfailureofcertaintests.TheGSLalsoprovidesaccesstovariousdistributionsandtootherfunctionsthatareessentialtoanyrandomnumbergenerator–theerrorfunctionorincompletegammafunction,forexample–andthatareoftenpoorlyimplementedincodewhenprogrammedbyanon-expert.AfinaladvantageofthisintegrationwiththeGSListhattheGSLrandomnumberinterfaceiseasilyextensible–itisfairlystraightforwardtoimplementanyproposedRNGalgorithminsidetheGSLRNGfunctionprototypesandaddnewgeneratorstothelistofgeneratorsthatcanbeselectedwithinthecommoncallframeworkbymeansoftheruntimeRNGindex.Therestofthepaperisorganizedasfollows.Inthenextsectionthegeneralmethod-ologyfortestingaRNGisbrieflydescribed,bothingeneralandspecificallyasitisimplementedinDiehardertoachieveitsdesigngoals.Thissectionisdeliberatelywrittentobeeasytounderstandbyanon-expertinstatisticsasconceptuallytestingisverysimple.Diehardisthenreviewedinsomedetail,andthewaystheDiehardtestsareextendedinDieharderaredocumented.Dieharder’sgeneralprogramdesignisthende-scribed,withthegoalofinformingindividualswhomightwisheithertouseDieharder



asistotestthegeneratorsalreadyimplementedintheGSLfortheirsuitabilityforsomepurposeortohelpguideindividualswhowishtowritetheirowntestsorimplementtheirowngeneratorswithinitsframework.Asectionthendescribesthenon-Diehardteststhusfarimplemented(aselectionsubjecttochangeasnewtestsareportedfrome.g.theSTSortheliteratureorinventedandadded).FinallytheresultsofapplyingthetestsuitetoafewselectedRNGsarepresented,demonstratingitsimprovedpowerofdiscrimination.



Chapter2TestingRandomNumberGeneratorsThebasicideaoftestingaRNGisverysimple.Chooseaprocessthatusesasinputasequenceofrandomnumbers(intheformofastreamofbitse.g.10100101...,astreamofintegersinsomerangee.g.1217491...,astreamofuniformdeviatese.g.0.273,0.599,0.527,0.981,0.194...)andthatcreatesasaresultanumberorvectorofnumbersthatareknownifthesequenceofnumbersusedasinputsis,infact,randomaccordingtosomemeasureofrandomness.Forexample,ifoneaddstuniformdeviates(doubleprecisionrandomnumbersfromtherange[0,1))oneexpects(onaverage)thatthemeanvalueofthesumwouldbeµ=0.5t.Forlarget,themeansformanyindependent,identicallydistributed(iid)sumsthusformedshouldbenormallydistributed(fromtheCentralLimitTheorem,(CLT))withastandarddeviationofσ=√t/12(fromthepropertiesoftheuniformdistribution).EachsuchsumnumericallygeneratedwithaRNGthereforemakesupanexperiment.Supposethevalueofthesumfortsamplesisx.TheprobabilityofobtainingthisvalueforthemeanfromaperfectRNG(andactualrandomsequence)isdeterminedaccordingtotheCLTfromtheerrorfunctionas:p=erfc(|µ−x|σ√2)(2.1)Thisisthep-valueassociatedwiththenullhypothesis.Weassumethatthegeneratorisgood,createastatisticbasedonthisassumption,determinetheprobabilityofobtain-ingthatvalueforthestatisticifthenullhypothesisiscorrect,andtheninterprettheprobabilityassuccessorfailureofthenullhypothesis.Ifthep-valueisvery,verylow(say,lessthan10−6)thenweareprettysafeinrejectingthenullhypothesisandconcludingthattheRNGis“bad”.Wecouldbewrong,butthechancesareamilliontooneagainstagoodgeneratorproducingtheobservedvalueofp.Thisisreallytheonlycircumstancethatleadstoarelativelyunambiguousconclusion15



concerningtheRNG.Butsupposeitisn’tsocloseto0.Suppose,infact,thatpforthetrialisaperfectlyreasonablevalue.Whatcanweconcludethen?Byitselfthep-valuefromasingletrialtellsuslittleinmostcases.Supposeitis0.230.DoesthismeanthattheRNGisgoodorbad?ThecorrectansweristhatitdoesnottellusthattheRNGislikelytobebad.Itis(ifyouprefer)insufficientevidencetorejectthenullhypothesis,butitisalsoinsufficienttocauseustoacceptthenullhypothesisasproven.Thatis,itisincorrecttoassertthatitmeansthattheRNGisinfact“good”(unbiased)onthebasisofthissingletest.Afterall,supposethatwerepeatedthetestandgot0.230asecondtime,andthenrepeateditathirdtimeandgot0.241,andrepeateditahundredmoretimesandgotp-valuesthatconsistentlylaywithin0.015orsoof0.230!Inthatcasewe’dbeverysafeinconcludingthattheRNGwasabadonethat(forthegivenvalueoft)alwayssummeduptoprettymuchthesamenumberthatisdistributedincorrectly.Wemightwellrejectthenullhypothesis.Supposeinsteadthatwegot0.230,0.001,0.844,0.569,0.018,0.970...asvaluesforp.Onceagain,itisnotatallobviousfromlookingatthiswhetherweshouldconcludethatthegeneratorisgoodorbad.Ontheonehand,oneofthesevaluesonlyoccursonceinroughly1000trialsbychance,andanotheroccursonlyoneinmaybe50trials–itseemsunlikelythatthey’dbeinasequenceofp-values.Ontheotherhand,itisn’tthatunlikely.Oneinathousandchanceshappen,especiallygivensomeunknownnumberoftries!Givenenoughtriestheyarenearlycertaintohappen.Didthey“justhappen”thistime,oraretheyindicativeofaprobleminthegenerator?Itisdifficulttoknowforsure.Whatwewouldliketodoistaketheguessworkoutofourdecisionprocess.Whatistheprobabilitythatthisparticularsequenceofp-valuesmightoccuriftheunderlyingdistributionofp-valuesisinfactuniform(asanewnullhypothesis)?ToanswerthisweapplyaKolmogorov-Smirnov(KS)testtothep-valuesobservedtodeterminetheprobabilityofobtainingtheminarandomsamplingofauniformdistribution.Thisisitselfap-value,butnowitisap-valuethatappliestotheentireseriesofiidtrials.Thistestingprocessnowgivesustwoparameterswecantweaktoobtainanunam-biguousanswer–onethatisvery,verylow,consistently–ornot.Wecanincreaset,whichincreasesthemeanvaluerelativetoσandmakessystematicdeviationsfromthemeanprobabilityof0.5moreobvious(butwhichmakesalocalizednon-randomcluster-ingofvaluesforsmallsamplesizeslessobvious)orwecanincreasethenumberofiidtrialstoseeifthedistributionofp-valuesforthesamplesizetwe’realreadyusingisnotuniform.Ineithercase,oncewediscoveracombinationoftandthenumberoftrialsthatconsistentlyyieldsverylowoverallp-values(visible,asitwere,asthepofthedistributionofp-valuesofthedistributionofp-valuesoftheexperiment)wecansafelyrejectthenullhypothesis.Ifwecannotfindsuchasetofparameters,weareatlasttentativelyjustifiedinconcludingthattheRNGpassesourverysimpletest.Thisdoesnotmeanthatthenullhypothesisiscorrect.Itjustmeansthatwecannotproveittobeincorrecteventhoughweworkedprettyhardtryingtodojustthat!ThisisthebasicideaofnearlyallRNGtesters.Sometestsgenerateasinglenumber,



normallydistributed.Othertestsgenerateavectorofnumbers,andwemightdeterminethep-valueofthevectorfromtheχ2distributionaccordingtothenumberofdegreesoffreedomrepresentedinthevector(whichinmanycaseswillbesmallerthanthenumberofactualnumbersinthevector).Afewmightgeneratenumbersorvectorsthatarenotnormallydistributed(andwemighthavetoworkveryhardinthesecasestogenerateap-value–theKStestitselfisjustsuchacase).InallcasesinDieharder,thep-valuesfromanysmallsampleofiidtestsisheldtobesuspectintermsofsupportingtheacceptanceorrejectionofthenullhypothesisunlessanduntilaKStestoftheuniformityofthedistributionofpitselfyieldsanunambiguousp-valueinachallengingapplicationofthetestmethod.Inmostcasesitwouldbeconsideredtobeworthwhiletoplaywiththeparametersdescribedabove(numberofsamples,numberoftrials)toseeifthep-valuereturnedcanbemadetoconsistentlyexhibitfailurewithaveryhighdegreeofconfidence,makingatleastthefor-causerejectionofthenullhypothesisaverysafebet.ThereisonetestinDieharderthatdoesnotgenerateap-valueperse.Thebitpersis-tencetestisabit-leveltestthatbasicallydoessuccessiveexclusive-ortestsofsucceeding(e.g.)unsignedintegersreturnedbyaRNG.Afteraremarkablyfewtrials,theresultofthisisabitmaskofallbitsthatdidnotchangefromthevalue1throughoutthesequence.Asimilarprocessisusedtoidentifybitpositionsthatavalueof0thatdoesnotchange.Thistestisactuallyquiteuseful(andisveryfast).Thereareanumberofgeneratorsthat(forsomeseeds)havelessthane.g.32bitsthatvary.Insomecasesthegeneratorshavefixedbitsintheleastsignificantportionofthenumber.insomecasestheyhavefixedbitsinthehighend,orperhapsreturnapositivesignedinteger(31bits)insteadof32.InanyofthesecasesitisworthwhiletoidentifythisveryearlyoninthetestingprocessassomeoftheseproblemswillinevitablymaketheRNGfaillatertests,oftenquitebadly.Ifatestpermitsthenumberofsignificantbitsinapresumedrandomintegertobevariedormasked,onecanevenusetheinformationtoperformtestsonthesignificantpartofthenumbersreturned.





Chapter3Evaluatingp-valuesTestsusedinDiehardercanproduceavarietyofstatisticsthatcanbeusedtoproduceap-value3.1Xtest–ASingleExpectedValue3.2Vtest–AVectorofExpectedValuesItisappropriatetouseaVtesttoevaluatethep-valueofasingletrialtest(consistingasusualoftsamplesiidsamplesgeneratedusingaRNGpresumedgoodaccordingtoH0)inDieharderwhenthetestproducesarelatedvectorofstatistics,suchasasetofobservedfrequencies–thenumberofsamplesthatturnedouttobeoneofafinitelistofpossiblediscretetargetvalues.Aclassicexamplewouldbeforasimulateddie–generatetsamplesrandomintegersinintherange1-6.Fora“perfect”(unbiased)die,anH0dieasitwere,eachintegershouldshouldoccurwithprobabilityP[i]=1/6fori∈[1,6].Onethereforeexpectstoobserveanaverageoftsamples/6ineachbinovermanyrunsoftsampleseach.Ofcourseinanygivenrandomtrialwitha”perfect”dieonewouldusuallyobservebinfrequenciesthatvarysomewhatfromthisinintegersteps.Thisvariationcan’tbetoogreatortoosmall.Obviouslyobservingall6’sinalargetrial(tsamples≫1)wouldsuggestthatthediewas”loaded”andnottrulyrandombecauseitisprettyunlikelythatonewouldroll(say)twentysixesinarowwithanunbiaseddie.Itcanhappen,ofcourse–oneinabout3.66×1015trials,andtsamples=20isstillprettysmall.Itislessobviousthatobservingexactlytsamples/6=1,000,000inallbinsover(say)tsamples=6,000,000rollswouldALSOsuggestthatthediewasnotrandom,becausetherearesomanymorewaysforatleastsomefluctuationtooccurcomparedtothisvery19



specialoutcome.Thechi2distributioncountsthesepossibilitiesonceandforallforvector(binned)outcomesanddeterminestheprobabilitydistributionofobservinganygivenexcursionfromtheexpectedvalueifthedieispresumedtobeanunbiasedperfectdie.FromthisonecandeterminetheprobabilityofhavingobservedanygivenpatternofoutcomesinasingletrialsubjecttothenullhypothesisH0–thep-value.Evaluatingchi2andp-valueinaVtestdependsonthenumberofdegreesoffreedominthevector–basicallyhow”related”thebineventsare.Generallyspeaking,thereisalwaysatleastoneconstraint,sincethetotalnumberofthrowsofthedieistsamples,whichmustthereforeequalthesumofallthebinfrequencies.Thesixthfrequencyisisthereforenotanindependentquantity(oringeneral,thecontentsofthenth(last)binisnotindependentofthecontentsofthen−1binsprecedingit),sothedefaultnumberofdegreesoffreedomisatmostn−1.However,thenumberofdegreesoffreedominthechi2distributionistricky–itcaneasilybelessthanthisiftheexpecteddistributionhaslong”tails”–binswheretheexpectedvalueisapproximatelyzero.Thebinneddataonlyapproachesthechi2distributionforbinsthatarehaveanexpectedvaluegreaterthan(say)10.Thecodebelowenforcesthisconstraint,butinmanytests(forexample,theGreatestCommonDenominatortest)theremaybealotofweightaggregatedintheneglectedtail(ofgreatestcommondenominatorfrequenciesforthelargerfactors).Inthesecasesitisnecessarytotakefurtherstepstopassina”good”vectorandnotgetanerroneousp-value.Acommonstrategyistosummingtheobservedandexpectedvaluesoverthetail(s)ofthedistributionatsomepointwherethebinfrequenciesarestilllargerthanthecutoff,andturnthemallintoasinglebinthatnowhasamuchgreateroccupancythanthecutoff.Ultimately,thep-valueisevaluatedastheincompletegammafunctionfortheobservedchi2andeitheraninputnumberofdegreesoffreedomor(thedefault)numberofbinsthathaveoccupancygreaterthanthecutoff(minus1).Numericallyevaluatingtheincompletegammafunctioncorrectly(inawaythatconvergesefficientlytothecorrectvalueforallrangesofitsarguments)isactuallynottrivialtodoandisoftendoneincorrectlyinhomemadecode.ThisisoneplacewhereusingtheGSLishighlyadvantageous–itsroutineswerewrittenandareregularlyusedandtestedbypeoplewhoknowwhattheyaredoing,soitsincompletegammafunctionroutineisrelativelyreliableandefficient.DieharderattemptstostandardizeasmanyaspectsofperformingaRNGtestaspossible,sothattherearerelativelyfewthingstodebugorvalidate.AVtestthereforehasastandardized“Vtestobject”associatedwithit–astructdefinedinVtest.has:typedefstruct{unsignedintnvec;/*Lengthofx,yvectors*/unsignedintndof;/*Numberofdegreesoffreedom,defaultnvec-1double*x;/*Vectorofmeasurements*/double*y;/*Vectorofexpectedvalues*/doublechisq;/*ResultingPearson’schisq*/



doublepvalue;/*Resultingp-value*/}Vtest;Thereareadvantagesassociatedwithmakingthisdatastructintoan”object”ofsortsthatisavailabletoalltests,butnot(frankly)tothepointwhereitscontentsareopaque1ThecodebelowthuscontainssimpleconstructoranddestructorroutinesthatcanbeusedtoallocateallthespacerequiredforaVtestinonecall,thenfreetheallocatedspaceinjusttherightordertoavoidleakingmemory.Thiscanbedonebyhand,ofcourse,andsometestsinvolvevectorsofVtestsandcomplicatedthingsandmayevendosomeofthisstuffbyhand,butingeneralthisshouldbeavoidedwhereeverpossibleanditisnearlyalwayspossible.Insummary,thestrategyforaVtestinvolvesthefollowingverygenericsteps,clearlyvisibleintheactualcodeofmanytests:•Create/AllocatetheVteststruct(s)requiredtoholdthevectoroftestoutcomes.NotethattheremaybeavectorofVtestsgeneratedwithinasingletest,ifyoulike,ifyouareaskilledcoder.•Initializetheexpected/targetvalues,e.gfor(i=0;i<nv;i++){vtest->y[i]=tsamples*p[i];}Thiscanbedoneatanytimebeforeevaluatingthetrial’sp-value.•Runthetrial.Forexample,looptsamplestimes,generatingasaresultabinindex.Incrementthatbin.for(t=0;t<tsamples;t++){index=make_distributed_number_randomly();vtest->x[index]++;}Noteagainthattheremaywellbesomelogicrequiredtohandlee.g.bintails,evaluatethep[i]’s(ortheymaybeinputaspermanentdatafromthetestincludefile).OrtheteststatisticmaynotbeabinfrequencyatallbutsomeothernumberforwhichaPearsonχ2isappropriate.•CallVtesteval()totransformthetestresultsintothetrialp-value.•Asalways,thetrialisrepeatedpsamplestimestogenerateavectorofp-values.Aswenotedabove,anygiventrialcangenerateanygivenp-value.Ifyourunatrial1DiscussionofthispointultimatelyleadsoneintotheCvsC++wars.rgbisanunapologeticC-coder,butthinksthatobjectscanbejustlovelywhentheycanbeasopaqueasyoulikewhenprogramming,notasopaqueasthecompilerdesignerthoughttheyshouldbe.’Nuffsaid.



enoughtimes,youwillseeverysmallp-valuesoccur,veryrarely.Youwillalsoseeverylargep-values,veryrarely.Infact,youshouldonaverageseeallp-values,equallyrarely.pitselfshouldbedistributeduniformly.Toseeifthishappenedwithinthelimitsimposedbyprobabilityandreason,wesubjectthedistributionofptoafinalKolmogorov-SmirnovTestthatcanrevealiftheRNGproducedresultsthatwere(onaverage)toogoodtoberandom,toobadtoberandom,orjustrighttoberandom2.3.2.1Kolmogorov-SmirnovTestAKolmogorov-Smirnov(KS)testisonethatcomputeshowmuchanobservedprobabilitydistributiondiffersfromahypothesizedone.Ofcoursethisisn’tveryuseful–alloftheroutinesusedtoevaluateteststatisticsdopreciselythesamething.Furthermore,itisn’tterriblyeasytoturnaKSresultintoanactualp-value–ittendstobemoresensitivetooneendortheotherofanempiricaldistributionandhasotherdifficulties3.Forthatreason,theKSstatisticfortheuniformdistributionisusuallyevaluatedwiththeAnderson-Darlinggoodness-of-fittest.Anderson-DarlingKSisusedthroughoutDiehard,forexample,anditissimilarlyusedinDieharder,buttoamuchhigherdegree.NotewellthatafinalKStestonalargeset(atleast100)oftrialp-valuesistheessentiallaststepofalmostanyDiehardertest.Itisotherwisesimplyimpossibletolookatpfromasingletrialaloneandassesswhetherornotthetest“fails”unlessthatp-valueisvery,verylow.ManyoftheoriginalDiehardtestsgeneratedonlyaveryfewp-values(1-20)and“passed”manyRNGsthatinfactDieharderfailswithaveryobvious(inretrospect)non-uniformityinthefinaldistributionofp.Someofitstestswerealsoflawed(forexample,theoperm5test)buttheflawwasonlyvisibleifonerandthetestmanytimesandstudiedthedistributionofpwithaKStest.3.3TheTestHistogramAlthoughaKStestprovidesanobjectiveandmathematicallyjustifiedp-valuefortheentiretestseries,thehumaneyeandhumanjudgementareinvaluableaidsintheprocessofobtaininganunambiguousresultforanytestandforevaluatingthequalityofsuccessorfailure.ForthisreasonDieharderalsopresentsavisiblehistogramofthefinalp-valuedistribution.IntheASCII(text-based)versionofDieharderthishistogramisnecessarilyrathercrude–itpresentsbinneddecilesofthedistributioninanautoscalinggraph.Nevertheless,itmakesiteasytoseewhythep-valueofatestseriesissmall.Sometimesitisobvious–becauseallofthep-valuesarenearzerobecausetheRNGegregiouslyfailsthetestineverytrial.Othertimesitisverysubtle–thetestseriesproducesp-valueswitha2Thinkofitas“TheGoldilocksTest”.3Seeforexampletheremarksathttp://www.itl.nist.gov/div898/handbook/eda/section3/eda35g.htm

http://www.itl.nist.gov/div898/handbook/eda/section3/eda35g.htm


slightbiastowardsoneendortheotheroftheregion,nearlyflat,thatresolvesintoanunambiguousfailureonlywhenthenumberoftrialscontributingp-valuesisincreasedtoasmanyas500or1000.Hereonehastojudgecarefully.SuchanRNGisn’tverybadwithrespecttothetestatissue–onehastoworkquitehardtoshowthatitfailsatall.Manyapplicationsmightbetotallyinsensitivetothesmalldeviationsfromtruerandomnessthusrevealed.Others,however,mightnot.Modernsimulationsusealotofrandomnumbersandaccumulatealotofsamples.Ifthestatisticbeingsampledis“like”theonethatfailsthefinalKStest,erroneousresultscanbeobtained.UsuallyitisfairlyobviouswhenatestismarginalorlikelytofailonthebasisofamixofthehistogramandfinalKSp-value.Ifthelatterislow,itmaymeansomethingoritmaymeannothing–visibleinspectionofthehistogramhelpsonedecidewhich.Ifitmightbemeaningful,usuallyrepeatingthetest(possiblywithalargernumberofp-valuesusedintheKStestandhistogram)willusuallysufficetomakethefailureunambiguousor(alternatively)showthatthedeviationsinthefirsttestwerenotsystematicandtheRNGactuallydoesnotfailthetest4.4NotingthatwecarefullyrefrainfromassertingthatDieharderisatestsuitethatcanbepassed.Thenullhypothesis,byitsnature,canneverbeproventobetrue,itcanonlyfailtobeobservedtofail.Inthisitgreatlyresemblesbothlifeandscience:thelawsofinferencegenerallydonotpermitthingsliketheLawofUniversalGravitationtobe“proven”,thebestthatwecansayisthatwehaveyettoobserveafailure.DieharderissimplyanumericalexperimentaltoolthatcanbeusedempiricallytodevelopadegreeofconfidenceinanygivenRNG,nota“validation”toolthatprovesthatanygivenRNGissuitableforsomepurposeoranother.





Chapter4Diehard4.1TheOriginalDiehardTheDiehardBatteryofRandomNumberTestsconsistsofthefollowingindividualtests:1.Birthdays2.Overlapping5Permutations3.32x32BinaryRank4.6x8BinaryRank5.Bitstream6.OverlappingPairsSparseOccupance(OPSO)7.OverlappingQuadruplesSparseOccupance(OQSO)8.DNA9.Countthe1s(stream)10.Countthe1s(byte)11.ParkingLot12.MinimumDistance(2DSpheres)13.3DSpheres(minimumdistance)14.Squeeze15.Sums16.Runs25



17.CrapsThetestsaregrouped,tosomeextent,infamilieswhenpossible;inparticulartheBinaryRanktestsaresimilar,theBitstream,OPSO,OQSOandDNAtestsareverysimilar,asaretheParkingLot,theMinimumDistance,andthe3dSpherestests.Nevertheless,onereasonforthepopularityofDiehardisthediversityofthekindsofcorrelationsthesetestsreveal.Theytestforrawimbalancesintherandomnumbersgenerated;theytestforlongandshortdistanceautocorrelations;thereareteststhatwilllikelyfailifageneratordistributespointson2or3dimensionalhyperplanes,thereareteststhatwillfailifthegeneratorisnotrandomwithrespecttoquitecomplexconditionalpatterns(suchasthoserequiredtowinagameofcraps).Thetestsarenotwithouttheirweaknesses,however.Oneweaknessisthat(asim-plementedinDiehard)theyoftenutilizepartiallyoverlappingsequencesofnumberstoincreasethenumberof“samples”onecandrawfromarelativelysmallinputfileofran-domnumbers.Becausetheystrictlyutilizefile-basedrandomnumbersources,itisnoteasytogeneratemorerandomnumbersifthenumberinthefileturnsoutnottobeadequateforanygiventest.Diehardhasnoadjustableparameters–itwaswrittentobeakindofa“benchmark”thatwouldgiveyouapassorfailoutcomepertestpergenerator,notatestingtoolthatcouldbemanipulatedlookingforanelusivefailureortryingtoresolveamarginalfailure.ManyofthetestsinDiehardhadnoconcludingKStest(orhadaKStestbasedonaverysmallnumberofiidp-valuesandwerehencealmostasambiguousasasinglep-valuewouldbeunlessthetestserieswasrunrepeatedlyonnewfilesfullofpotentialrandsfromthesamegenerator.DiehardseemsmorefocussedonvalidatingrelativelysmallfilesfullofrandomnumbersthanitisonvalidatingRNGspersethatarecapableofgeneratingmanyordersofmagnitudemorerandomnumbersinfarlesstimethanafilecanbereadinandwithouttheoverheadorhassleofstoringthefile.AfinalcriticismoftheoriginalDiehardprogramisthat,whileitwasfreelydis-tributed,itwaswritteninFortran.FortranisnotthelanguageofchoiceforprogramswrittentorununderaUnix-likeoperatingsystem(suchasLinux),andthecodewasnotwellstructuredoradequatelycommentedevenforfortran,makingtheunderstandingormodificationofthecodedifficult.IthassubsequentlybeenportedtoC[?]withsomewhatbetterprogramstructuringandcommenting.Alas,boththeoriginalsourcesandtheportareveryambiguousabouttheirlicensing.Noexplicitlicensingstatementoccursinthecopyrightedcode,andboththeolddiehardsiteatFloridaStateUniversityandthenewoneattheCenterforInformationSecurityandCryptographyattheUniversityofHongKonghave(orhad,inthecaseofFSU)distinctlycommercialaspects,offeringtoselloneaCD-ROMwithmanypretestedrandomnumbersandthediehardprogramonit.



4.2TheDieharderModificationsDieharderhasbeendeliberatelywrittentotrytofixmostoftheseproblemswithDiehardwhilepreservingallofitstestsindefaultformsthatareatleastasfunctionalastheyareinDieharditself.Tothisend:•AllDieharderDiehardtestshaveanoutcomebasedonasinglep-valuefromaKStestoftheuniformityofmanyp-valuesreturnedbyindividualrunsofeachbasictest.•AllDiehardertestshaveanadjustableparametercontrollingthenumberofindi-vidualtestrunsthatcontributep-valuestothefinalKStest(withadefaultvalueof100,muchhigherthananyoftheDiehardtests).•AllDiehardertestscanoptionallgenerateasimplehistogramofthesep-valuessothattheiruniformity(orlackofit)canbevisuallyassessed.Thehumaneyeisverygoodatidentifyingpotentiallysignificantpatternsofdeviationfromuniformity,especiallyfromseveralsequentialrunsofatest.•ManyofthebasicDiehardtestsinDieharderthathaveafinalteststatisticthatisacomputablefunctionofthenumberofsamplesnowhavethenumberofsamplesasanadjustableparameter.Justasintheexampleabove,onecanincreaseordecreasethenumberofsamplesinatestandincreaseordecreasethenumberoftestresultsthatcontributetothefinalKSp-value.However,someDiehardteststonotpermitthiskindofvariation,atleastwithoutalotmoreworkandtheriskofalossofresolutionwithoutwarning.•AlltestsareintegratedwithGSLrandomnumbergeneratorsanduseGSLfunctions(wherepossible)thatarethoroughlytestedandsupportedbyexperts.Forexample,DieharderusesGSLversionsoftheerrorfunction,theincompletegammafunction,ortoevaluateabinomialdistributionofoutcomesforsomelargespacetouseasaχ2targetvector.Thispresumablyincreasesthereliabilityandmaintainabilityofthecode,andcertainlyincreasesitsspeedandflexibilityrelativetofilebasedinput.•Filebasedrandomnumberinputisstillpossibleinanumberofformats,althoughtheusershouldbeawarethatthe(default)useoflargernumbersofsamplespertestandlargernumbersoftestsperKSp-valuerequiresfarmorerandomnumbersandthereforefarlargerfilesthanDiehard.Ifaninadequatenumberofrandomnumbersisprovidedinafile,then(toavoidatime-consumingcrash)itisauto-maticallyrewoundmid-trial(andtherewindcountrecordedinthetrialoutputasawarning).This,inturn,introducesaratherobvioussortofcorrelationthatcanleadtoincorrectresults!•Certaintestswhichhadadditionalnumbersthatcouldbeparameterizedastestvariableswererewrittensothatthosevariablescouldbesetonthecommandline(butstilldefaulttotheDieharddefaults,ofcourse).



•Diehardertestsaremodularized–theyareverynearlyboilerplateobjects,whichmakesitveryeasytocreatenewtestsorworkonoldtestsbycopyingorotherwiseusingexistingtestsastemplates.•Allcodewascompletelyrewritteninwell-commentedCwithoutdirectreferencetoortheinclusionofeithertheoriginalfortrancodeoranyofthevariousattemptedCportsofthatcode.Whereeverpossibletherewritewasdonestrictlyonthebasisoftheprosetestdescription.Whenthatwasnotpossible(becausetheprosedescriptionwasinadequatetocompletelyexplainhowtogeneratetheteststatistic)theoriginalfortranDiehardcodewasexaminedtodeterminewhatteststatisticactuallywasbutwasthenimplementedinoriginalC.Tabulardataandparametricdatafromtheoriginalcodewasreusedinthenewcode,althoughofcourseitwasnotcopiedperseasafunctionalblockofcode.•ThiscodeispackagedtobeRPMinstallableonmostLinuxsystems.ItisalsoavailableasacompressedtararchiveofthesourcesthatisbuildreadyonmostUnix-likeoperatingsystems,subjectonlytotheavailabilityoftheGSLonthetargetplatform.•TheDiehardercodeisbothcopyrightedand100%GnuPublicLicensed–anyoneintheworldcanuseit,resellit,modifyit,orextendit–aslongastheyobeythewell-knowntermsofthelicense.Asonecaneasilysee,DieharderhassignificantlyextendedtheparametricutilityoftheoriginalDiehardprogram(andtherebyconsiderablyincreaseditsabilitytodiscriminatemarginalfailuresofmanyofthetests).Ithasdonesoinaclean,easytobuild,publicallylicensedformatthatshouldencouragethefurtherextensionoftheDiehardertestsuite.Next,letuslookatthemodularprogramdesignofDiehardertoseehowitworks.



Chapter5Dieharder’sModularTestStructureDiehard’sprogramorganizationisverysimple.Thereisatoplevelprogramshellthatparsesthecommandlineandinitializesvariables,installsadditional(useradded)RNGssothattheGSLcanrecognizethem,andexecutestheprimaryworkprocess.ThatprocesseitherexecuteseachtestknowntoDieharder,oneatatime,inaspecificorderorrunsthroughacaseswitchtoexecuteasingletest.Intheeventthatallthetestsarerun(usingthe-aswitch),mosttestparametersareignoredandasetofdefaultsareused.Thesestandardparametersarechosensothatthetestswillbe“reasonably”sensitiveanddiscriminatingandhencecanserveasacomparativeRNGperformancebenchmarkontheonehandandasastartingpointfortheparametricexplorationofspecifictestsafterwards.ADiehardertestconsistsofthreesubroutines.Thesetestarenamedaccordingtothescheme:diehard\_birthday()diehard\_birthday\_test()help\_diehard\_birthday()(collectedintoasinglefile,e.g.diehardbirthday.c,fortheDiehardBirthday’stest).Theseroutines,togetherwiththefilediehardbirthday.h,andsuitable(matching)pro-totypesandenumsintheprogram-wideincludefiledieharder.h,constituteacompletetest.diehardbirthday.hcontainsateststructwherethetestname,ashorttestdescrip-tion,andthetwokeydefaulttestparameters(thenumberofsamplespertestandnumberoftestrunsperKSp-value)arespecifiedandmadeavailabletothetestroutinesinastandarizedway.Thisfilealsocancontainanytest-specificdatainstaticlocalvariables.Thetoplevelroutine,diehardbirthday(),iscalledfromtheprimaryworkroutine29



executedrightafterstartupifthetestorisexplicitlyselectedorthe-aflagisgivenonthecommandline.Itisaverysimpleshellforthetestitself–itexamineshowitwasstartedandifappropriatesavesthetwokeytestparametersandinstallsitsinternaldefaultvaluesforthem,itallocatesanyrequiredlocalmemoryusedbythetest(suchasthevectorthatwillholdthep-valuesrequiredbythefinalKStest),itrewindsthetestfileifthetestisusingfileinputofrandomnumbersinsteadofoneofthegenerators,itprintsoutastandardizedtestheaderthatincludesthetestdescriptionandthevaluesofthecommontestparameters,andcallsthemainsamplingroutine.Thisroutinecallstheactualtestroutinediehardbirthdaytest()whichevaluatesandreturnsasinglepvalueandstoresitinkspvalue,thevectorofpvaluespassedtothefinalKStestroutine.Whenthesampleroutinereturns,astandardtestreportisgeneratedthatincludesahistogramoftheobtainedvaluesofp,theoverallp-valueofthetestfromthefinalKStest,andatentative“conclusion”concerningtheRNG.Theworkhorseroutine,diehardbirthdaytest(),isresponsibleforrunningtheactualtestasingletimetogenerateasinglep-value.Itusesforthispurposebuilt-indata(e.g.precomputedvaluesfornumbersusedinthegenerationoftheteststatistic)andparameters,commontestvariableparameters(wherepossible)suchasthenumberofsamplesthatcontributetotheteststatisticoruser-specifiedparametersfromthecommandline,andofcourseasupplyofrandomnumbersfromthespecifiedRNGorfile.Asdescribedabove,averytypicaltestusesatransformationandaccumulationoftherandomnumberstogenerateanumber(orvectorofnumbers)whoseexpectedvalue(asafunctionofthetestparameters)isknownandtocomparethisexpectedvaluewiththevalue“experimentally”obtainedbythetestrunintermsofσ,thestandarddeviationassociatedwiththeexpectedvalue.Thisisthenstraightforwardtotransformintoap-value–theprobabilitythattheexperimentalnumberwasobtainedifthenullhypothesis(thattheRNGisinfactagoodone)iscorrect.Thisprobabilityshouldbeuniformlydistributedontherange[0,1)overmanyrunsofthetest–significantdeviationsfromthisexpecteddistribution(especiallydeviationswherethetestp-valuesareuniformlyverysmall)indicatefailureoftheRNGtosupportthenullhypothesis.Thefinalroutine,helpdiehardbirthday(),iscompletelystandardizedandexistsonlytoallowthetestdescriptiontobeconvenientlyprintedinthetestheaderorwhen“help”forthetestisinvokedonthecommandline.Dieharderprovidesanumberofutilityroutinestomakecreatingatesteasier.Ifatestgeneratesasingleteststatistic,astructcanbedefinedfortheobservedvalue,theexpectedvalue,andthestandarddeviationthatcanbepassedtoaroutinethattransformsitintoap-valueinanentirelystandardwayusingtheerrorfunction.Ifatestgeneratesavectorofteststatisticsthatareexpectedtobedistributedaccordingtotheχsdistribution(independentlynormalforeachdegreeoffreedomforsomespecifiednumberofdegreesoffreedom,typicallyoneortwolessthanthenumberofparticipatingpoints)thereexistsasetofroutinesforcreatingordestroyingastructtoholde.g.thevectorofexpectedvaluesorexperimentallyobtainedvalues,orforevaluatingthep-valueoftheexperimentfromthisdata.



Asetofroutinesisprovidedforperformingbitlevelmanipulationsonbitstringsofspecifiedlengthsuchasdumpingabitstringtostandardoutputsoitcanbevisuallyexamined,extractingasetofn<mbitsfromastringofmbitsonaring(sothatthem−1bitcanbethoughtofaswrappingaroundtobeadjacenttothe0bit),startingataspecifiedoffset.Theseroutinesareinvaluableinconstructingbit-leveltestsofrandomnessbothfromDiehardandfromtheSTS(whichspendsfarmoretimeinvestigatingbit-levelrandomnessthandoesDiehard).Aroutineisprovidedtoextractanunpredictable(butnotnecessarilyuncorrelated)seedfromtheentropy-basedhardwaregeneratorprovidedbye.g.theLinuxoperatingsystemandotherslikeit(/dev/random)ifavailable,andingeneraltheselectedsoftwarerandomnumbergeneratorisreseededoneormoretimesduringthecourseofatestasappropriate.Thisbehaviorcanbeoverriddenbyspecifyingaseedonthecommandlinethatisthenusedthroughoutallteststoobtainastandardandreproducibleresult(usefulforre-validatingatestaftersignificantmodificationswhiledebugging).Last,asimpletimingharnessisprovidedthatisusedtomakeiteasytotimeanyinstalledRNG.TherearemanywaystotakeabadbutfastRNGandimproveitbyusingthenotterriblyrandomnumbersitgeneratestogeneratenew,muchmorerandomnum-bers.Thecatchisthatthesemethodsinvariablyrequiremanyoftheformertogenerateoneofthelatterandtakemoretime.Thereisanintrinsictrade-offbetweenthespeedofaRNG(measuredinhowmanyrandomnumberspersecondonecangenerate)andtheirquality.Sincethetimeittakestogeneratearandomnumberisanimportantparametertoanyprogramdesignprocessthatconsumesalotofrandomnumbers(suchasnearlyanystochasticnumericalsimulation,e.g.importancesamplingMonteCarlo),Dieharderpermitsonetosearchthroughthelibraryofe.g.GSLrandomnumbergeneratorsandselectonethatis“randomenough”asfarasthetestsareconcernedbutstillfastenoughthatthecomputationwillcompleteinanacceptableamountoftime.





Chapter6DieharderExtensionsAsnotedintheIntroduction,Dieharderisintendedtodevelopintoa“universal”suiteofRNGtests,providingaconsistentlycontrollableinterfacetoallcommonlyacceptedsuitesoftests(suchasDiehardandSTS),tospecifictestsintheliteraturethatarenotyetastandardfeatureofexistingsuites(e.g.certaintestsfromKnuth),andtonewteststhatmightbedevelopedtochallengeRNGsinspecificways,forexampleinwaysthatmightbeexpectedtoberelevanttospecificrandomnumberconsumingapplictions.Thisisanopen-endedtask,notonethatislikelytoeverbe“finished”.Ascomputerpowerinalldimensionscontinuestoincrease,thedemandsonRNGssupplyinge.g.numericalsimulationswillincreaseaswell,andteststhatwereperfectlyadequatetotestRNGsforapplicationsthatwouldconsumeatmost(say)1012uniformdeviatesareunlikelytostillsufficeasapplicationsconsume(say)1018ormoreuniformdeviates,atleastwithouttheabilitytoparametrically“crankup”therigorousnessofanygiventesttorevealrelevantflaws.Cryptographicapplicationsthatwere“secure”adecadeago(giventhecomputerpoweravailableatthattimetoattempttocrackthem)maywellnotbesecureadecadefromnow,whenMoore’sLawandtheadventofreadilyavailableclustercomputingresourcescanbringperhapsamilliontimesasmanycyclespersecondtobearontheproblemofcrackingtheencryption.Inordertoremainrelevantanduseful,aRNGtesterbeingusedtodeterminethesuitabilityofaRNGforanypurpose,beitgaming,simulation,orcryptography,hastoberelativelysimpletoscaleuptothenewchallengespresentedbythechanginglandscapeofcomputing.AnotherfeatureofRNGtestersthatwouldbeverydesireabletothoseseekingtotestanRNGtodetermineitssuitabilityforuseinsomegivenapplicationwouldbesequencesofteststhatvalidatecertainstatisticalpropertiesofagivenRNGsystematically.Rightnowitisverydifficulttointerprettheresultsofe.g.DiehardormanyoftheSTStests.IfaRNGfails(say)theBirthdaystestortheOverlapping5-Permutationstestwhenpushedtoitbyincreasingtestparameters,whatdoesthatsayaboutthecryptographicstrengthofthegenerator?WhatdoesitsayaboutthesuitabilityoftheRNGforgaming,33



fornumericalsimulation,todriveastatelotterysystem?Itisentirelypossible,afterall,topasssomeDiehardorSTStestsandfailothers,sofailureinsometestisnotauniversalpredictoroftheunsuitabilityoftheRNGforallpurposes.Unfortunatelythereislittletheoreticalguidanceconnectingfailureofanygiventestandsuitabilityforanygivenpurpose.Furthermore,thereislittlesenseofanalysisinRNGteststhatmightbeusedtorigorouslyprovidesuchatheoreticalconnection.Ifoneisevaluatingthesuitabilityofsomefunctionalbasistobeusedtoexpandsomeempiricallyknownfunction,thereisawealthofmethodologytohelponedetermineitscompletenessandconvergenceproperties.Onecanoftenstatewithcompleteconfidencethatifonekeeps(say)thefirstfivetermsintheexpansionthenone’sresultswillbeaccuratetowithinsomepredeterminedfraction.ItisnotsimilarlypossibletorankRNGsas(forexample)“randomthroughthefifthorder”inaseriesofsystematicallymoredemandingtestsinsomespecificdimensionalprojectionof“randomness”andtherebybeabletoclaimwithsomedegreeofconfidencethatthegeneratorwillbesuitableforuseinMonteCarlocomputationsbasedontheWolffclustermethod[?],orheatbathmethods[?],orevenplainoldMetropolis[?].Thisleavesphysicistswhoutilizethesemethodsintheoreticalstudiesinabitofaquandry.Thereexistfamousexamplesof“badresults”insimulationtheorybroughtaboutbytheuseofapoorRNG,but(asthetestingmethodologydescribedabovemakesclear)the“poverty”ofaRNGisknownonlyexpostfacto–revealedbyfailuretogetthecorrectresult!Thismakesitsqualitydifficulttodetermineinanapplicationlookingforananswerthatisnotalreadyknown.OnemethodthatisusedistovarytheRNGused(keepingotheraspectsofthecomputationconstant)andseeiftheresultsobtainedareatleastconsistentacrossthevariationwithinthenumericalexperimentalresolutionofthecomputation(s).Thisgivestheresearcheranuneasysortofconfidenceintheresult–uneasybecauseonecaneasilyusesuiteslikeDiehardertodemonstratethatthereareteststhatnearlyalltestedRNGswillfailquiteconsistently,includingsomeotherwiseexcellentgeneratorsthatpasstherestofthetestshandily.Ultimatelythequestionis:Ismyapplication“like”thistestthatcanbefailedconsis-tentlyandsilentlybyotherwisegoodRNGsorisitliketherestoftheteststhatarebeingpassed.Thereisnogeneralanalyticalwaytoanswerthisquestionatthistime.Conse-quentlynumericalsimulationistsoftenspeakbravelyduringthedayoftheirconfidenceintheiranswersbuthavebaddreamsatnight.Thesituationisnothopeless,ofcourse.Verysimilarconsiderationsapplytonumericalbenchmarksingeneralaspredictorsoftheperformanceofvariouskindsofcode.Whatthenumericalanalystsroutinelydoistotrytoempiricallyandanalyticallyconnectthecodewhoseperformancetheywishtopredictonthebasisofabenchmarkwithaspecificconstellationofperformanceonasuiteofbenchmarks,lookingespeciallyattwokindsofnumbers:microbenchmarksthatmeasurespecificlowlevelratesthatareknowntobebroadlyproportionaltoperformanceonspecifickindsoftasks,andapplicationbenchmarksselectedfromapplicationsthatareliketheapplicationwhoseperformance



isbeingpredicted,atleastincertainkeyrespects.Benchmarktoolsetslikethelmbenchsuite[?]ornetpipes[?]providetheformer;applicationbenchmarksuitessuchastheSPECsuite[?]provideaspectrumofnumbersrepresentingthelatter.Inthissense,DiehardissimilartoSPEC–itprovidesanumberofverydifferent,verycomplexmeasuresofRNGperformancethatonecanatleasthopetorelatetocertainaspectsofRNGusageincertainclassesofapplication.STSisinturnsimilartolmbenchornetpipe–onecanmoreorlessindependentlytestRNGsforveryspecificmeasuresoflowlevel(bit-level)randomness.However,therearemajorholesinRNGtestingatboththemicrobenchmarkandapplicationbenchmarklevel.SPECincludesaMonteCarlocomputationinitssuite,forexample,sothatpeopledoingMonteCarlocangetsomeideaofasystem’sprobableperformanceonthatkindofapplication.Diehard,ontheotherhand,providesnodirecttestofaMonteCarlosimulatedresultthatcanbeeasilymappedintosimilarcode.Netpipepermitsonetomeasureaveragenetworkbandwidthandlatencyformessagescontaininga1,2,3...1500ormorebytes,butSTSlacksabit-leveltestthatsystematicallyvalidatesRNGsonaregularseriesofdegreesofparametriccorrelation.AfinalissueworthyoffutureresearchinthisregardisthatofsystematicdependencyofRNGtests.Thisisconnectedinturnwiththatofsomesortofdecompositionofrandomnessinamomentexpansion.Hereitsufficestogiveanexample.TheSTS“runs”testcountsthetotalnumberof0runs+totalnumberof1runsacrossasampleofbits.Toidentifya0runonesearchesforitsnecessarystartingbitpair10anditscorrespondingendingpair01.Supposewelabelthecountofthesebitpairsobservedasweslideawindowtwobitswidearoundaringofthembitsamplebeingtested(where,recall,them−1bitisconsideredadjacenttothe0bitonthecircularring)n10andn01,respectively.Similarlywecanimaginecountingthe11and00bitpairs,n11andn00.Amomentofreflectionwillconvinceonethatn10=n01.Ifoneimaginesstartingwitharingconsistingonlyof0’s,anytimeoneinsertsasubstringof1’sonecreatespreciselyone01andone10pair.Similarly,n11=n00asaconstraintoftheconstructionprocess.Iftherequirementofperiodicboundaryconditionsisrelaxedtheonlychangeisthatn10=n01±1,0astherecannowexistasingle10bitpairthatisn’tpairedwith01attheendorviceversa.However,thevalidityofthetestshouldinnowaybereducedbyincludingtheperiodicwraparoundpair.Suddenlythe“runs”testdoesn’tlooklikeitiscountingrunsatall.Itiscountingthefrequencyofoccurenceofjusttwobitpairs,e.g.01and00,withthefrequencyoftheothertwopossiblebitpairs10and11obtainedfromthesymmetryoftheconstructionprocessandring.Inthenon-periodiccase,itiscountingthefrequenciesof01and10pairswheretheyareconstrainedtobewithinoneofoneanother.Thisisclearlyequivalentto,andlesssensitivethanadirectmeasurementofallfourbitpairfrequenciesandcomparisonoftheresultwiththeexpecteddistributionofbitpairfrequenciesonastringofm(orm−1)bitssampledtwobitsatatime.Thatis,if01bitpairs,10bitpairs,00bitpairsand11bitpairsalloccurwiththeexpectedfrequencies,



therunstestmustbesatisfiedandviceversa.Therunstestispreciselyequivalenttoexaminingthefrequencyofoccurenceofthefourbinarynumbers00,01,10and11inoverlapping(ornot,asatestoption)pairsofbitsdrawnfromm-bitwordswithorwithoutperiodicwraparound!However,itismucheasiertounderstandinthelattercontext,asonecandoaKStestorχ2testtoseeifthesedigitsareindeeddistributedonm-bitsamplescorrectly,eachaccordingtoabinomialdistributionwithp=0.25.ThisleadsusinanaturalwaytoadescriptionofthetwoSTSteststhusfarimple-mentedandtoadiscussionofnewteststhatareintroducedtoattempttosystematizeandclarifywhatisbeingtested.6.1STSTestsWhiletheprogram’sdesigngoalsincludehavingalloftheSTStestsincorporatedintoitsgeneraltestlaunchingandreportingframework,atthetimeofthiswritingonlythefirsttwoSTStest,themonobit(bitfrequency)andrunstestsareincorporated.InbothcasesthetestswereoriginallywrittenfromthetestdescriptionsinNISTSP800-22;althoughthereareinthiscasenorestrictionsonthefree(re)useoftheactualcodeprovidedbytheNISTSTSwebsite,itisstillconvenienttohaveaversionofthecodethatisclearlyopensourceaccordingtotheGPL.NocodeprovidedbyNISTwasthereforeusedinDieharder.Rewritingthealgorithmsprovidedtobeausefulexerciseinanyevent.Asonecanseefromthediscussionimmediatelypreceding,theprocessofimplementingtheactualalgorithmforrunsledoneinevitablytotheconclusionthatthetestreallymeasuredthefrequencydistributionof“runs”of0’sand1’sonlyindirectly,wherethedirectmea-surementwasofthefrequencyanddistributionthefourtwobitintegernumbers0-3inoverlappingtwobitwindowssliddownthesampledrandombitstringsoflengthmwithorwithoutperiodicboundaryconditions.Inaddition,itpermittedustoparameterizethetestsaccordingtoourstandardde-scriptionabove.Twoparameterswereintroduced;onetocontrolthenumberofrandomnumberssampledinasingletesttoproduceatestp-value,andtheothertocontrolhowmanyiidtestscontributedp-valuestoafinalKStestforuniformityofthedistributionofp,producingasinglep-valueuponwhichtobasetheclassificationoftheRNGwithregardto“failing”thetest(rejectingthenullhypothesis).Themonobittestmeasuresthemeanfrequencyof1’srelativeto0’sacrossalongstringofbits.n0andn1areevaluatedbyliterallycountingthe1bits(incrementingacounterwiththecontentsofawindowoflength1slidalongthetheentirelengthmofthebitstring).Clearlya“good”RNGshouldproduceequalnumbersof0’sand1’s–n0≈0.5∗m≈n1.Thismakesitsimpletocreateateststatisticexpected(forlargem)tobenormallydistributedandhenceeasilytransformableintoap-value.InthecontextofDieharder,themonobittestsubsumestheSTSfrequencytestaswell.Thefrequencytestisequivalenttorunningmanyindependentmonobittestsonblocksofmbitsanddoingaχ2testtoseeifthemean1bitfrequencyisproperlydistributed



aroundameanvalueofm/2.ButthisisexactlywhatDieharderalreadydoeswithmonobit,whereaKStestfortheuniformityfortheindividualp-valuestakestheplaceoftheχ2testforthedistributionofindependentmeasurements.Obviouslythesearetwodifferentwaysoflookingatandcomputingthesamething–thep-valuesreturnedmustbeatleastasymptoticallythesame.Therunstesthasalreadybeendescribedabove–clearlyitisequivalenttocountingthefrequencyn01oftheoccurenceof01bitpairsinthetestsequenceoflengthmwithperiodicwraparound,whichbysymmetryyieldsn10,n00andn11.Indeed,n01=n10≈m∗0.25,withn11≈n00≈m∗0.25aswell.Thistestactuallyhasathreedegreesoffreedom(twoofwhichareignored)andconvertingn01alonemeasuredforarunoflengthm≫1intoap-valueviatheerrorfunctionisstraightforward.ItisgenerallyperformedintheSTSonlyafteramonobit/frequencyisperformedonthesamebitstring,sinceifthestringhasanegregiouslyincorrectnumberof1bitsthenitclearlycannothavethecorrectdistributionof00,01,10and11bitpairs.Similarly,evenifthemonobittestissatisfiedwecanstillfailtherunstest.However,ifwepasstherunstestwealsomustpassthemonobittest.Fromthiswelearntwothings.Firstofall,weseethatthereareclearlylogicaldependenciesconnectingthemonobitandrunstest,althoughtheSP800-22missesseveralimportantaspectsofthis.Passingmonobitisanecessarybutnotsufficientconditionforpassingruns.Passingrunsisasufficientbutnotnecessaryconditionforpassingmonobit!Secondofall,whenweinterpretrunscorrectlyasasimpletestforthebinomialdistributionofn01withp=0.25forasetofsamplesoflengthmbitsandhencestructurallyidenticaltothemonobittest,werealizethatthereisanentirehierarchyofrelatedteststhatdifferonlyinthenumberofbitinthewindowsbeingsampled.Thismotivatedthedevelopmentofnewtests,whichsubsumebothSTSmonobitandSTSruns,butwhichareclearlypartofasystematicseriesoftestsofbitwiserandomness.6.2NewTestsThreeentirelynewtestshavebeenaddedtoDieharder.Thefirstisastraightforwardtimingtestthatreturnsthenumberofrandomnumbersageneratorcanreturnpersecond(measuredinwall-clocktimeandhencesubjecttopeakvalueerrorifthesystemsisheavilyloadedatthetimeofmeasurement).Thisresultisextremelyusefulinmanycontexts–whendecidingwhichRNGtouseofseveralpossibilitiesthatallbehaveaboutaswellaccordingtothefullDiehardertestseries,whenestimatinghowlongonehastogetcoffeebeforeanewlyinitiatedtestseriescompletes(whichinthecaseofe.g./dev/randommightwellbe“longerthanyouwanttowait”unlessyoursystemhasmanysourcesofentropyitcansample).Thesecondisarelativelyweaktest,butonethatisimportantforinformationalpurposes.Thisisthebitpersistencetestdescribedearlier,whichexaminessuccessivee.g.unsignedintegersreturnedbytheRNGandchecksforbitsthatdonotchangeforatleast



somevaluesoftheseed.Bitpositionsthatdonotchangeoveralargenumberofsamples(enoughtomaketheprobabilitythateachbithaschangedatleastonceessentiallyunity)arecumulatedasamaskof“badbits”returnedbythegenerator.AsurprisingnumberofearlyRNGsfailthistest,inthesensethatanumberoftheleastsignificantbitsdonotchangeforatleastsomeseeds!ItalsoquicklyrevealsRNGsthatonlyreturn(say)31or24randombitsinsteadofthefullunsignedinteger’sworth.ThiscaneasilycausetheRNGtofailcertainteststhateffectivelyassume32randombitstobereturnedpercallevenwhilethenumbersreturnedareotherwisehighlyrandom.bitpersistThethirdisthemostinteresting–thebitdistributiontest.Thisisnotasingletest,itisasystematicseriesoftests.Thistesttakesaverylongsetofe.g.unsignedintegersandtreatsthewholethinglikeastringofmbitswithcyclicwraparoundattheends.Itthenslidesawindowoflengthnalongthisstringabitatatime(withoverlap),incrementingafrequencycounterindexedbythen-bitintegerthatappearsinthewindow.Theintegerfrequenciesthusobservedshouldbeequalanddistributedaroundthemeanvalueofm2n.Theyarenotallindependent–thenumberofdegreesoffreedominthetestisroughly2n−1.Asimpleχ2testconvertsthedistributionobservedintoap-value.ThistestisequivalenttotheSTSseriestest,butwenowseethatthereisaclearhierarchicalrelationshipbetweenthistestandseveralothertests.Ssupposenandn′aredistinctintegersdescribingthesizeofbitwindowsusedtogeneratetheteststatisticspn,pn′.Thenpassingthetestatn>n′issufficienttoconcludethatthesequencewillalsopassthetestatn′.Ifasequencehasallfourbitintegersoccurringwiththeexpectedfrequencies(≈m16)withintheboundspermittedbyperfectrandomness,thenitmusthavetherightnumberof1’sand0’s,therightnumberof00,01,10,and11pairs,andtherightnumberof000,001,010,011,100,101,110and111triplets,allwithintheboundspermittedbyperfectrandomness.Theconverseisnottrue–wecannotconcludethatifwepassthetestatn<n′wewillalsopassitatn′.Passingatnisanecessaryconditionforpassingatn′>n,butisnotsufficient.Fromthiswecanconcludethatifweacceptthenullhypothesisforthebitdistributiontestforn=4(hexadecimalvalues),wehavealsoacceptedthenullhypothesisfortheSTSmonobittest(n=1),theSTSrunstest(slightlyweakerthanthebitdistributiontestforn=2)andthebitdistributiontestforn=3(distributionofoctalvalues).Wehavealsosatisfiedanecessaryconditionforthen=8bitdistributiontest(uniformdistributionofallrandombytes,integersintherange0-255),butofcoursethetwohexadecimaldigitsthatoccurwiththecorrectoverallfrequencescouldbepairedinabiasedway.ThelargestvaluenmaxforwhichanRNGpassesthebitdistributiontestisthereforeanimportantdescriptorofthequalityoftheRNG.WeexpectthatwecansortRNGsaccordingtotheirvaluesofnmax,sayingthatRNGAis“randomuptofourbits”whileRNGBis“randomuptosixbits”.ThisseemslikeitwillserveasausefulmicrobenchmarkofsortsforRNGs,aneasy-to-understandtestwithahierarchyofsuccessorfailurethatcanfairlyeasilyberelatedtoatleastcertainpatternsofdemandslikelytobeplacedonanRNGinanactualapplication.



Themodeoffailureisalsolikelytobeveryusefulinformation,althoughDiehardisnotyetequippedtoproveit.Forexampleitwouldbeveryinterestingtosortthefrequenciesbytheirindividualp-values(theprobabilityofobtainingthefrequencyastheoutcomeofabinomialtrialforjustthesinglen-bitnumber)andlookforpotentiallyrevealingpatterns.ItisalsoclearthattherearesimilarhierarchicalrelationsbetweenthebitdistributiontestandanumberofothertestsfromDiehardandtheSTS.Forexample,theDNAtestlooksatsequencesof20bits(102bitnumbers).Thereare1048576distinctbitsequencescontaining20bits.Althoughitismemoryintensiveanddifficulttodoabitdisttestatthissize,itisinprinciplepossible.Doingsoisawasteoftime,however–allRNGswillalmostcertainlyfail,oncethetestisdonewithenoughsamplestobeabletoclearlyresolvefailure.Diehardinsteadlooksatthenumberofmissing20bitintegersoutof221samplespulledfromabitstringabitlargerthanthis,withoverlap.Ifthefrequenciesofalloftheintegerswerecorrect,thenofcoursethenumberofmissingintegerswouldcomeoutcorrectaswell.Sopassingthebitdistributiontestforn=20isasufficientconditionforpassingDiehard’sDNAtest,whilepassingtheDNAtestisanecessaryconditionforpassingthe20bitdistributiontest.ThesameismoreorlesstruefortheotherrelatedDiehardtests.Bitstream,OPSOandOQSOallcreateoverlapping20bitintegersinslightlydifferentwaysfromfromasamplecontainingahairover221suchintegersandmeasurethenumberofnumbersmissingafterexaminingallofthosesamples.Algorithmicallytheydifferonlyinthewaythattheyoverlapandhencehavethesameexpectednumberofmissingnumbersoverthesamplesizewithslightlydifferentvariances.Countthe1sisthefinalDiehardtestrelatedtothebitstreamtestsinahierarchicalway.Itprocessesabytestreamandmapseachbyteintooneoffivenumbers,andthencreateafivedigitbase5numberoutofthestreamofthosenumbers.Theprobabilityofgettingeachofthefivenumbersoutofanunbiasedbytestreamiseasilydetermined,andsotheprobabilitiesofobtainingeachofthe55fivedigitnumberscanbecomputed.An(overlapping)streamofbytesisprocessedandthefrequencyofeachnumberwithinthatstream(comparedtotheexpectedvalue)forfourdigitandfivedigitwordsisconvertedintoateststatistic.Clearlyifthebytestreamisrandominthebitdistributiontestoutton=40(fivebytes)thentheCountthe1stestwillbepassed;aRNGthatfailstheCountthe1stestcannotpassthen=40bitdistributiontest.Howeverhereitisveryclearthatperformingann=40bitdistributiontestisallbutimpossibleunlessoneusesaclustertodoso–thereare240binstotally,whichexceedsthetotalactivememorystoragecapacityofeverythingbutalargecluster.However,suchatestwouldneverbenecessary,asallRNGscurrentlyknownwouldalmostcertainlyfailthebitdistributiontestatannconsiderablylessthan40,probablyaslowas8.



6.3Future(ProposedorPlanned)TestsAsnotedabove,eventuallyDiehardershouldhavealltheSTSandDiehardtests(wheresomeeffortmaybeexpendedmakingthetheset“minimal”andnote.g.duplicatingmonobitandrunstestsintheformofabitdistribution(series)test.Testsomittedfrombothsuitesbutdocumentedine.g.Knuthwilllikelybeaddedaswell.Atthatpointdevelopmentandresearchenergywilllikelybedirectedintotwoveryspecificdirections.Firsttodiscoveradditionalhierarchicaltestserieslikethebitdistri-butiontestthatprovideveryspecificinformationaboutthedegreetowhichaRNGisrandomandalsoprovidessomespecificinsightintothenatureofitsfailurewhenatsomepointthenullhypothesisisunambiguouslyrejected.ThesetestswillbedevelopedbywayofprovidingDieharderwithanembeddedmicrobenchmarksuite–asetofteststhatallgeneratorsfailbutthatprovidespecificmeasuresofthepointatwhichrandomnessfailsastheydoso.SeveraloftheSTStests(suchasthediscreteFouriertransformtest)appearcapableofprovidingthissortofinformationwithatmostaminormodificationtocausethemtobeperformedsystematicallyinaseriesofteststothepointoffailure.Others,suchasastraightforwardautocorrelationtest,donotappeartobeinanyofthetestsuiteswehaveexaminedsofaralthoughanumberofcomplextestsarehierarchicallyrelatedtoit.ThesecondplacethatDieharderwouldbenefitfromtheadditionofnewtestsisinthearenaofapplicationleveltests,specificallyintheregimeofMonteCarlosimulation.MonteCarlooftenreliesonseveraldistinctmeasuresofthequalityofaRNG–theuniformityofdeviatesreturned(sothataMarkovprocessadvanceswiththecorrectlocalfrequenciesoftransition),autocorrelationsinthesequencereturned(sothattransitionsonewayortheotherarenot“bunched”ornon-randomlypatternedinotherwaysintheMarkovprocess),sometimeseveninpatterninginrandomsiteselectioninahigh-dimensionalspace,thepreciseareaofapplicationwheremanygeneratorsareknowntosubtlyfailevenwhentheypassmosttestsforuniformityandlocalautocorrelation.ViewingaRNGasaformofiteratedmapwithadiscretechaoticcomponent,theremayexistlong-periodcyclesinasufficientlyhighdimensionalspacesuchthatthegener-ator’sstatebecomesweaklycorrelatedafterirregularbutdeterministicintervals,corre-lationsthatareonlyvisibleormeasureableincertainprojectionsofthedata.Itwouldcertainlyhelpnumericalsimulationiststohaveanapplicationleveltestsseriesthatper-mitthemtoatleastweaklyrankRNGsintermsoftheirlikelihoodofyieldingavalidsampledresultinanygivencomputationalcontext.Thesameistrueforcryptographicapplications,althoughthetendencyintheSTShasbeentoremovetestsatthislevelandrelyinsteadonmicrobenchmarkspresumablyredundantwiththetestforrandomnessrepresentedbytheapplication.Longbeforeallofthisambitiousworkisperformed,though,itistobehopedthattheDieharderpackageproducestherealeffectintendedbyitsauthor–theprovisionofauseabletestbedframeworkforresearcherstowrite,andultimatelycontribute,theirownRNGtests(andcandidateRNGs).DiehardandtheSTSbothsufferfromtheirvery



success–theyare“finishedproducts”andwritteninsuchawaythatmakesitverydifficulttoplaywiththeircodeoraddyourowncodeandideastothem.Dieharderiswrittentoneverbefinished.Theframeworkexiststoeasilyandconsistentlyaddnewsoftwaregenerators,withasimplemechanismformergingthosegeneratorsdirectlyintotheGSLshouldtheyprovetobeasgoodorbetter(orjustdifferent)thanexistinggeneratorstheGSLalreadyprovides.TheframeworkexiststoeasilyandconsistentlyaddnewtestsforRNGs.Sincenearlyanyrandomdistributioncanbeusedasthebasisforacleverlyconstructedtest,oneexpectstoseetheframeworkusedtobuildtestsontopofprettymuchalloftheGSLbuiltinrandomdistributionfunctions,tosimultaneouslytestRNGsusedasthebasicsourceofrandomnessandtotestthecodethatproducesthe(supposedly)suitablydistributedrandomvariable.Eitherendofthispropositioncanbeformulatedasanullhypothesis,andtheabilitytotriviallyswitchRNGsandhencesampletheoutputdistributionscomparedtothetheoreticaloneformanyRNGsaddsanimportantdimensiontothevalidationprocessbothways.Theframeworkexiststotremendouslyincreasetheabilityofthetestingprocesstouseavailablee.g.clustercomputingresourcestoperformitstests.ManyoftheRNGtestsaretriviallypartitionableorparallelizable.Asingletestorseriesoftestsacrossarangecanbeinitiatedwithaveryshortpacketofinformation,andthereturnfromthetestcanbeanythingfromasinglep-valuetoavectorofp-valuestobecentrallyaccumulatedandsubjectedtoafinalKStest.TheprogramthushasafairlystraightforwarddevelopmentpathforafuturethatrequiresmuchmorestringenttestsofRNGsthanarecurrentlyrequiredorpossible.





Chapter7ResultsforSelectedGeneratorsThefollowingareresultsfromapplyingthefullsuiteofteststothreegeneratorsselectedfromtheonesprebuiltintotheGSL–agoodgenerator(mt199371999),abadgenerator(randu)andanuglygenerator(slatec).7.0.1AGoodGenerator:mt199371999Thefollowingistheoutputfromrunningdieharder-a-g13:#==================================================================#rgb_timing#Thistesttimestheselectedrandomnumbergenerator,only.#==================================================================#==================================================================#rgb_timing()testusingthemt19937_1999generator#Averagetimeperrand=3.530530e+01nsec.#Randspersecond=2.832436e+07.#==================================================================#RGBBitPersistenceTest#Thistestgenerates256sequentialsamplesofanrandomunsigned#integerfromthegivenrng.Successiveintegersarelogically#processedtoextractamaskwith1’swhereeverbitsdonot#change.SincebitswillNOTchangewhenfillinge.g.unsigned#intswith16bitints,thismasklogically&’dwiththemaximum#randomnumberreturnedbytherng.Alltheremaining1’sinthe#resultingmaskarethereforesignificant--theyrepresentbits#thatneverchangeoverthelengthofthetest.Thesebitsare#verylikelythereasonthatcertainrng’sfailthemonobit#test--extrapersistente.g.1’sor0’sinevitablybiasthe43



#totalbitcount.Inmanycasestheparticularbitsrepeated#appeartodependontheseed.Ifthe-iflagisgiven,the#entiretestisrepeatedwiththerngreseededtogenerateamask#andtheextractedmaskcumulatedtoshowallthepossiblebit#positionsthatmightberepeatedfordifferentseeds.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=256(testdefaultis256)#P-valuesinfinalKStest=1(testdefaultis1)#Samplespertestrun=256,tsamplesignored#Testrun1timestocumulateunchangedbitmask#==================================================================#Results#Resultsformt19937_1999rng,usingits32validbits:#(Cumulatedmaskofzeroisgood.)#cumulated_mask=0=00000000000000000000000000000000#randm_mask=4294967295=11111111111111111111111111111111#random_max=4294967295=11111111111111111111111111111111#rgb_persisttestPASSED(nobitsrepeat)#==================================================================#==================================================================#RGBBitDistributionTest#Accumulatesthefrequenciesofalln-tuplesofbitsinalist#ofrandomintegersandcomparesthedistributionthusgenerated#withthetheoretical(binomial)histogram,formingchisqandthe#associatedp-value.Inthistestn-tuplesareselectedwithout#WITHOUToverlap(e.g.01|10|10|01|11|00|01|10)sothesamples#areindependent.Everyothersampleisoffsetmodulusofthe#sampleindexandntuple_max.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#Testingntuple=1#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||



#|||||****|||****|||#14|||||****|||****|||#|||||****||****|****|||#12|||||****||****|****|||#|||****||****||****|****||****|#10|||****||****||****|****||****|#|****||****|****|****||****|****||****|#8|****|****|****|****|****||****|****||****|#|****|****|****|****|****||****|****||****|#6|****|****|****|****|****||****|****||****|#|****|****|****|****|****||****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.940792forRGBBitDistributionTest#Assessment:#PASSEDat>5%.#Testingntuple=2#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||****|||****|||#14|||||****|||****|||#||||****|****|||****|||#12||****||****|****|||****|||#|****|****||****|****|||****|||#10|****|****|****|****|****|||****|||#|****|****|****|****|****|||****||****|#8|****|****|****|****|****|||****|****|****|#|****|****|****|****|****|||****|****|****|#6|****|****|****|****|****|||****|****|****|#|****|****|****|****|****|||****|****|****|#4|****|****|****|****|****||****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|



#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.300792forRGBBitDistributionTest#Assessment:#PASSEDat>5%.#Testingntuple=3#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||****||||||#16|||||****||||||#|||||****||||||#14|||||****||||||#|||||****||||||#12||****|****||****||||||#||****|****||****|****|||||#10|****|****|****||****|****|||||#|****|****|****||****|****||****||****|#8|****|****|****|****|****|****||****||****|#|****|****|****|****|****|****||****|****|****|#6|****|****|****|****|****|****||****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.331776forRGBBitDistributionTest#Assessment:#PASSEDat>5%.#Testingntuple=4#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||



#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||#14|||****|||||****|||#|||****||****|****||****|||#12|||****||****|****||****|||#|||****|****|****|****||****|||#10|||****|****|****|****||****|||#|||****|****|****|****|****|****|||#8|||****|****|****|****|****|****|****||#|****||****|****|****|****|****|****|****|****|#6|****||****|****|****|****|****|****|****|****|#|****||****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.083786forRGBBitDistributionTest#Assessment:#PASSEDat>5%.#Testingntuple=5#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||****||#14|****||****||||||****||#|****||****|||****|||****||#12|****||****|****||****|||****||#|****||****|****||****|||****||#10|****||****|****||****|||****||#|****||****|****||****|||****||#8|****||****|****||****||****|****||#|****||****|****|****|****||****|****|****|#6|****||****|****|****|****||****|****|****|#|****|****|****|****|****|****|****|****|****|****|



#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.789288forRGBBitDistributionTest#Assessment:#PASSEDat>5%.#Testingntuple=6#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forRGBBitDistributionTest#Assessment:#FAILEDat<0.01%.#Generatormt19937_1999FAILSat0.01%for6-tuplets.rgb_bitdistterminating.#==================================================================



#Diehard"Birthdays"test(modified).#Eachtestdeterminesthenumberofmatchingintervalsfrom512#"birthdays"(bydefault)drawnona24-bit"year"(by#default).Thisisrepeated100times(bydefault)andthe#resultscumulatedinahistogram.Repeatedintervalsshouldbe#distributedinaPoissondistributioniftheunderlyinggenerator#israndomenough,andaachisqandp-valueforthetestare#evaluatedrelativetothisnullhypothesis.##Itisrecommendedthatyourunthisatorneartheoriginal#100testsamplesperp-valuewith-t100.##Twoadditionalparametershavebeenadded.Indiehard,nms=512#butthisCANbevariedandallMarsaglia’sformulaestillwork.It#canberesettodifferentvalueswith-xnmsvalue.#Similarly,nbits"should"24,butwecanreallymakeitanything#wewantthat’slessthanorequaltormax_bits=32.Itcanbe#resettoanewvaluewith-ynbits.Bothdefaulttodiehard’s#valuesifno-xor-yoptionsareused.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100(testdefaultis100)#P-valuesinfinalKStest=100(testdefaultis100)#512samplesdrawnfrom24-bitintegersmaskedoutofa#32bitrandominteger.lambda=2.000000,kmax=6,tsamples=100#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|****||||||||||#16|****||||||||||#|****||||||||||#14|****|****||****|||||||#|****|****||****|||****||****||#12|****|****||****|||****||****||#|****|****||****|||****||****||#10|****|****||****|||****||****||#|****|****|****|****|****||****||****||#8|****|****|****|****|****||****||****||#|****|****|****|****|****||****||****|****|#6|****|****|****|****|****||****||****|****|#|****|****|****|****|****||****||****|****|



#4|****|****|****|****|****||****||****|****|#|****|****|****|****|****||****||****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.056099forDiehardBirthdaysTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardOverlapping5-{}PermutationsTest.#ThisistheOPERM5test.Itlooksatasequenceofonemill-#ion32-bitrandomintegers.Eachsetoffiveconsecutive#integerscanbeinoneof120states,forthe5!possibleor-#deringsoffivenumbers.Thusthe5th,6th,7th,...numbers#eachprovideastate.Asmanythousandsofstatetransitions#areobserved,cumulativecountsaremadeofthenumberof#occurencesofeachstate.Thenthequadraticforminthe#weakinverseofthe120x120covariancematrixyieldsatest#equivalenttothelikelihoodratiotestthatthe120cell#countscamefromthespecified(asymptotically)normaldis-#tributionwiththespecified120x120covariancematrix(with#rank99).Thisversionuses1,000,000integers,twice.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=1000000(testdefaultis1000000)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^28for100samples.#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#40|||||||||||#|||||||||||#36|||||||||||#|****||||||||||#32|****||||||||||#|****||||||||||#28|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||



#20|****|||||||||****|#|****|||||||||****|#16|****|||||||||****|#|****|||||||||****|#12|****|||||||||****|#|****|||||||||****|#8|****|||||||****||****|#|****|****|****|||||****|****|****|#4|****|****|****|****|****||****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardOverlapping5-{}permutationsTest#Assessment:#FAILEDat<0.01%.#==================================================================#Diehard32x32BinaryRankTest#ThisistheBINARYRANKTESTfor31x31matrices.Theleftmost#31bitsof31randomintegersfromthetestsequenceareused#toforma31x31binarymatrixoverthefield{0,1}.Therank#isdetermined.Thatrankcanbefrom0to31,butranks<28#arerare,andtheircountsarepooledwiththoseforrank28.#Ranksarefoundfor(default)40,000suchrandommatricesand#achisquaretestisperformedoncountsforranks31,30,29and#<=28.##Asalways,thetestisrepeatedandaKStestappliedtothe#resultingp-valuestoverifythattheyareapproximatelyuniform.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=40000(testdefaultis40000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||



#14|||||||||||#|||||||||||#12|||||||||||#|****|****|****||||****||****||#10|****|****|****|||****|****|****|****||#|****|****|****|||****|****|****|****|****|#8|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.929434forDiehard32x32RankTest#Assessment:#PASSEDat>5%.#==================================================================#Diehard6x8BinaryRankTest#ThisistheBINARYRANKTESTfor6x8matrices.Fromeachof#sixrandom32-bitintegersfromthegeneratorundertest,a#specifiedbyteischosen,andtheresultingsixbytesforma#6x8binarymatrixwhoserankisdetermined.Thatrankcanbe#from0to6,butranks0,1,2,3arerare;theircountsare#pooledwiththoseforrank4.Ranksarefoundfor100,000#randommatrices,andachi-squaretestisperformedon#countsforranks6,5and<=4.##Asalways,thetestisrepeatedandaKStestappliedtothe#resultingp-valuestoverifythattheyareapproximatelyuniform.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||



#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||#14||||****|||||||#||||****|****||||||#12||****||****|****|****|||||#||****||****|****|****|****|****|||#10||****||****|****|****|****|****|||#||****||****|****|****|****|****|||#8||****|****|****|****|****|****|****|||#|****|****|****|****|****|****|****|****|****||#6|****|****|****|****|****|****|****|****|****||#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.364548forDiehard6x8BinaryRankTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardBitstreamTest.#Thefileundertestisviewedasastreamofbits.Callthem#b1,b2,....Consideranalphabetwithtwo"letters",0and1#andthinkofthestreamofbitsasasuccessionof20-letter#"words",overlapping.Thusthefirstwordisb1b2...b20,the#secondisb2b3...b21,andsoon.Thebitstreamtestcounts#thenumberofmissing20-letter(20-bit)wordsinastringof#2^21overlapping20-letterwords.Thereare2^20possible20#letterwords.Foratrulyrandomstringof2^21+19bits,the#numberofmissingwordsjshouldbe(verycloseto)normally#distributedwithmean141,909andsigma428.Thus#(j-141909)/428shouldbeastandardnormalvariate(zscore)#thatleadstoauniform[0,1)pvalue.Thetestisrepeated#twentytimes.##Notethatofcoursewedonot"restartfile",whenusinggsl#generators,wejustcrankoutthenextrandomnumber.#Wealsodonotbothertooverlapthewords.randsarecheap.



#Finally,werepeatthetest(usually)morethantwentytime.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#40|||||||||||#|||||||||||#36|||||||||||#|||||||||||#32|||||||||||#|||||||||||#28|||||||||||#|||||||||||#24|||||||||||#||||||||****|||#20||||||||****|||#||||||||****|||#16||||||||****|||#|||||||****|****||****|#12||||||****|****|****||****|#||||||****|****|****||****|#8|||****||****|****|****|****||****|#||****|****|****|****|****|****|****|****|****|#4||****|****|****|****|****|****|****|****|****|#||****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.004456forDiehardBitstreamTest#Assessment:#POORat<1%.#Recommendation:Repeattesttoverifyfailure.#==================================================================#DiehardOverlappingPairsSparseOccupance(OPSO)#TheOPSOtestconsiders2-letterwordsfromanalphabetof#1024letters.Eachletterisdeterminedbyaspecifiedten#bitsfroma32-bitintegerinthesequencetobetested.OPSO



#generates2^21(overlapping)2-letterwords(from2^21+1#"keystrokes")andcountsthenumberofmissingwords---that#is2-letterwordswhichdonotappearintheentiresequence.#Thatcountshouldbeveryclosetonormallydistributedwith#mean141,909,sigma290.Thus(missingwrds-141909)/290should#beastandardnormalvariable.TheOPSOtesttakes32bitsat#atimefromthetestfileandusesadesignatedsetoften#consecutivebits.Itthenrestartsthefileforthenextde-#signated10bits,andsoon.##Note2^21=2097152,tsamplescannotbevaried.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||****||||#14||||||****|****||||#|||||****|****|****||||#12|||||****|****|****||||#|||****||****|****|****||****||#10|||****||****|****|****||****||#|||****||****|****|****||****||#8|****||****||****|****|****||****||#|****|****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results



#KuiperKS:p=0.378389forDiehardOPSOTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardOverlappingQuadruplesSparceOccupancy(OQSO)Test##Similar,toOPSOexceptthatitconsiders4-letter#wordsfromanalphabetof32letters,eachletterdetermined#byadesignatedstringof5consecutivebitsfromthetest#file,elementsofwhichareassumed32-bitrandomintegers.#Themeannumberofmissingwordsinasequenceof2^21four-#letterwords,(2^21+3"keystrokes"),isagain141909,with#sigma=295.Themeanisbasedontheory;sigmacomesfrom#extensivesimulation.##Note2^21=2097152,tsamplescannotbevaried.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||****||||||#|||||****||||||#14|||||****||||||#|||||****||****||||#12|||||****||****||||#||****|||****||****||****||#10||****|||****||****||****||#||****||****|****|****|****||****||#8|****|****|****|****|****|****|****|****|****||#|****|****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|



#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.393770forDiehardOQSOTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardDNATest.##TheDNAtestconsidersanalphabetof4letters::C,G,A,T,#determinedbytwodesignatedbitsinthesequenceofrandom#integersbeingtested.Itconsiders10-letterwords,sothat#asinOPSOandOQSO,thereare2^20possiblewords,andthe#meannumberofmissingwordsfromastringof2^21(over-#lapping)10-letterwords(2^21+9"keystrokes")is141909.#Thestandarddeviationsigma=339wasdeterminedasforOQSO#bysimulation.(SigmaforOPSO,290,isthetruevalue(to#threeplaces),notdeterminedbysimulation.##Note2^21=2097152#Notealsothatwedon’tbotherwithoverlappingkeystrokes#(andsamplemorerands--randsarenowcheap).#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||****||||||#16|||||****||||||#|||||****||||||#14|||||****||||||#|||||****||||||#12|||||****||||||



#|****||||****||||||#10|****|||****|****|****||||****|#|****|****|****|****|****|****|****||****|****|#8|****|****|****|****|****|****|****||****|****|#|****|****|****|****|****|****|****||****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.696510forDiehardDNATest#Assessment:#PASSEDat>5%.#==================================================================#DiehardCountthe1s(stream)(modified)Test.#Considerthefileundertestasastreamofbytes(fourper#32bitinteger).Eachbytecancontainfrom0to81’s,#withprobabilities1,8,28,56,70,56,28,8,1over256.Nowlet#thestreamofbytesprovideastringofoverlapping5-letter#words,each"letter"takingvaluesA,B,C,D,E.Thelettersare#determinedbythenumberof1’sinabyte::0,1,or2yieldA,#3yieldsB,4yieldsC,5yieldsDand6,7or8yieldE.Thus#wehaveamonkeyatatypewriterhittingfivekeyswithvari-#ousprobabilities(37,56,70,56,37over256).Thereare5^5#possible5-letterwords,andfromastringof256,000(over-#lapping)5-letterwords,countsaremadeonthefrequencies#foreachword.Thequadraticformintheweakinverseof#thecovariancematrixofthecellcountsprovidesachisquare#test::Q5-Q4,thedifferenceofthenaivePearsonsumsof#(OBS-EXP)^2/EXPoncountsfor5-and4-lettercellcounts.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=256000(testdefaultis256000)#P-valuesinfinalKStest=100(testdefaultis100)#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000



#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||#14|||||||||||#|||||||||||#12|||||****||****|****|||#||****|****||****||****|****|****|****|#10||****|****|****|****||****|****|****|****|#||****|****|****|****||****|****|****|****|#8||****|****|****|****||****|****|****|****|#||****|****|****|****||****|****|****|****|#6|****|****|****|****|****||****|****|****|****|#|****|****|****|****|****||****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.985250forDiehardCountthe1s(stream)#Assessment:#PASSEDat>5%.#==================================================================#DiehardCountthe1sTest(byte)(modified).#ThisistheCOUNT-THE-1’sTESTforspecificbytes.#Considerthefileundertestasastreamof32-bitintegers.#Fromeachinteger,aspecificbyteischosen,saytheleft-#most::bits1to8.Eachbytecancontainfrom0to81’s,#withprobabilitie1,8,28,56,70,56,28,8,1over256.Nowlet#thespecifiedbytesfromsuccessiveintegersprovideastring#of(overlapping)5-letterwords,each"letter"takingvalues#A,B,C,D,E.Thelettersaredeterminedbythenumberof1’s,#inthatbyte::0,1,or2--->A,3--->B,4--->C,5--->D,#and6,7or8--->E.Thuswehaveamonkeyatatypewriter#hittingfivekeyswithwithvariousprobabilities::37,56,70,#56,37over256.Thereare5^5possible5-letterwords,and#fromastringof256,000(overlapping)5-letterwords,counts#aremadeonthefrequenciesforeachword.Thequadraticform#intheweakinverseofthecovariancematrixofthecell



#countsprovidesachisquaretest::Q5-Q4,thedifferenceof#thenaivePearsonsumsof(OBS-EXP)^2/EXPoncountsfor5-#and4-lettercellcounts.##Note:Weactuallycyclesamplesoverall0-31bitoffsets,so#thatifthereisaproblemwithanyparticularoffsetithas#achanceofbeingobserved.Onecanimagineproblemswithodd#offsetsbutnoteven,forexample,oronlywiththeoffset7.#tsamplesandpsamplescanbefreelyvaried,butyou’lllikely#needtsamples>>100,000tohaveenoughtogetareliablekstest#result.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=256000(testdefaultis256000)#P-valuesinfinalKStest=100(testdefaultis100)#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||****||||#14|||||||****||||#||||****|||****||||#12||||****|||****||||#||||****|||****|****|||#10||****||****||****|****|****|||#||****|****|****|****|****|****|****||****|#8||****|****|****|****|****|****|****|****|****|#||****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.748440forDiehardCountthe1s(byte)



#Assessment:#PASSEDat>5%.#==================================================================#DiehardParkingLotTest(modified).#Thisteststhedistributionofattemptstorandomlyparka#squarecaroflength1ona100x100parkinglotwithout#crashing.Weplotn(numberofattempts)versusk(numberof#attemptsthatdidn’t"crash"becausethecarsquares#overlappedandcomparetotheexpectedresultfromaperfectly#randomsetofparkingcoordinates.Thisis,alas,notreally#knownontheoreticalgroundssoinsteadwecompareton=12,000#wherekshouldaverage3523withsigma21.9andisveryclose#tonormallydistributed.Thus(k-3523)/21.9isastandard#normalvariable,whichconvertedtoauniformp-value,provides#inputtoaKStestwithadefault100samples.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=0(testdefaultis0)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||#14|||||||||||#|||||****||||||#12|****||****||****||||||#|****|****|****||****|****||****|||#10|****|****|****||****|****||****||****|#|****|****|****||****|****|****|****||****|#8|****|****|****||****|****|****|****||****|#|****|****|****|****|****|****|****|****||****|#6|****|****|****|****|****|****|****|****||****|#|****|****|****|****|****|****|****|****||****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------



#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.379171forDiehardParkingLotTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardMinimumDistance(2dCircle)Test#Generate8000pointsina10000^2square.Determinethe#theshortestnearestneighbordistanceR.Thisshouldgenerate#p=1.0-exp(-R^2/0.995).Repeatforlotsofsamples,applya#KStesttoseeifpisuniform.##Thenumberofsamplesisfixed--tsamplesisignored.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|****|||****|||||||#14|****|||****|****||||||#|****|||****|****||||||#12|****|||****|****||||****||#|****|||****|****||||****||#10|****|||****|****|||****|****||#|****|||****|****|||****|****||#8|****||****|****|****|||****|****||#|****|****|****|****|****||****|****|****||#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|



#==================================================================#Results#KuiperKS:p=0.774383forDiehardMinimumDistance(2dCircle)Test#Assessment:#PASSEDat>5%.#==================================================================#Diehard3dSphere(MinimumDistance)Test#Choose4000randompointsinacubeofedge1000.Ateach#point,centeraspherelargeenoughtoreachthenextclosest#point.Thenthevolumeofthesmallestsuchsphereis(very#closeto)exponentiallydistributedwithmean120pi/3.Thus#theradiuscubedisexponentialwithmean30.(Themeanis#obtainedbyextensivesimulation).The3DSPHEREStestgener-#ates4000suchspheres20times.Eachminradiuscubedleads#toauniformvariablebymeansof1-exp(-r^3/30.),thena#KSTESTisdoneonthe20p-values.##Thistestignorestsamples,andrunstheusualdefault100#psamplestouseinthefinalKStest.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=4000(testdefaultis4000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||#14|||||||||||#|||||||||||#12|||****|****||||****|||#|****||****|****|||****|****|||#10|****||****|****|||****|****||****|#|****||****|****|****||****|****||****|#8|****|****|****|****|****||****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|



#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.989677forDiehard3dSphere(MinimumDistance)Test#Assessment:#PASSEDat>5%.#==================================================================#DiehardSqueezeTest.#Randomintegersarefloatedtogetuniformson[0,1).Start-#ingwithk=2^31=2147483647,thetestfindsj,thenumberof#iterationsnecessarytoreducekto1,usingthereduction#k=ceiling(k*U),withUprovidedbyfloatingintegersfrom#thefilebeingtested.Suchj’sarefound100,000times,#thencountsforthenumberoftimesjwas<=6,7,...,47,>=48#areusedtoprovideachi-squaretestforcellfrequencies.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#||||||||****|||#14||||||||****||****|#||||||||****||****|#12||||****||||****||****|#||||****||||****||****|#10|****|****|****|****||||****||****|#|****|****|****|****||||****|****|****|#8|****|****|****|****|||****|****|****|****|#|****|****|****|****||****|****|****|****|****|#6|****|****|****|****||****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|



#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.807374forDiehardSqueezeTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardSumsTest#IntegersarefloatedtogetasequenceU(1),U(2),...ofuni-#form[0,1)variables.Thenoverlappingsums,#S(1)=U(1)+...+U(100),S2=U(2)+...+U(101),...areformed.#TheS’sarevirtuallynormalwithacertaincovariancemat-#rix.AlineartransformationoftheS’sconvertsthemtoa#sequenceofindependentstandardnormals,whichareconverted#touniformvariablesforaKSTEST.Thep-valuesfromten#KSTESTsaregivenstillanotherKSTEST.##Notewell:-Ocausestheolddiehardversiontoberun(moreor#less).Omittingitcausesnon-overlappingsumstobeusedand#directlyteststheoverallbalanceofuniformrands.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100(testdefaultis100)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18||||||||||****|#||||||||||****|#16||||||||||****|#||||||||||****|#14||||||||||****|#||||||||||****|#12||||||||||****|#||****|||||****|||****|#10||****||****|||****|||****|#|****|****||****||****|****|****||****|



#8|****|****|****|****||****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.557686forDiehardSumsTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardRunsTest#ThisistheRUNStest.Itcountsrunsup,andrunsdown,#inasequenceofuniform[0,1)variables,obtainedbyfloat-#ingthe32-bitintegersinthespecifiedfile.Thisexample#showshowrunsarecounted:.123,.357,.789,.425,.224,.416,.95#containsanup-runoflength3,adown-runoflength2andan#up-runof(atleast)2,dependingonthenextvalues.The#covariancematricesfortheruns-upandruns-downarewell#known,leadingtochisquaretestsforquadraticformsinthe#weakinversesofthecovariancematrices.Runsarecounted#forsequencesoflength10,000.Thisisdonetentimes.Then#repeated.##InDiehardersequencesoflengthtsamples=100000areusedby#default,and100p-valuesthusgeneratedareusedinafinal#KStest.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||



#|||||||||||#14||****|||||||||#||****||||****|||****||#12||****||||****|****||****||#||****||||****|****||****|****|#10||****||||****|****|****|****|****|#||****||||****|****|****|****|****|#8|****|****||****||****|****|****|****|****|#|****|****|****|****||****|****|****|****|****|#6|****|****|****|****||****|****|****|****|****|#|****|****|****|****||****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.472238forRuns(up)#Assessment:#PASSEDat>5%.#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||****||||#|||||||****||||#14|||||||****||||#|||||||****||||#12|||||||****|||****|#|****|****|||||****|****||****|#10|****|****||||****|****|****||****|#|****|****||||****|****|****||****|#8|****|****|****|****||****|****|****||****|#|****|****|****|****||****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|



#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.682452forRuns(down)#Assessment:#PASSEDat>5%.#==================================================================#DiehardCrapsTest#ThisistheCRAPSTEST.Itplays200,000gamesofcraps,finds#thenumberofwinsandthenumberofthrowsnecessarytoend#eachgame.Thenumberofwinsshouldbe(verycloseto)a#normalwithmean200000pandvariance200000p(1-p),with#p=244/495.Throwsnecessarytocompletethegamecanvary#from1toinfinity,butcountsforall>21arelumpedwith21.#Achi-squaretestismadeontheno.-of-throwscellcounts.#Each32-bitintegerfromthetestfileprovidesthevaluefor#thethrowofadie,byfloatingto[0,1),multiplyingby6#andtaking1plustheintegerpartoftheresult.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=200000(testdefaultis200000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||#14||||||****|****||||#||||||****|****|||****|#12||||||****|****|||****|#||||****||****|****|||****|#10|||****|****||****|****|||****|#|||****|****||****|****||****|****|#8||****|****|****||****|****|****|****|****|#||****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|



#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.872210forCrapsTest(mean)#Assessment:#PASSEDat>5%.#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|****||||||||||#|****||||||||||#14|****||||||||||#|****|||****|||||||#12|****|||****|****||||||#|****||****|****|****||||****||#10|****||****|****|****|||****|****||#|****||****|****|****|||****|****||#8|****||****|****|****||****|****|****||#|****||****|****|****|****|****|****|****||#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.945661forCrapsTest(freq)#Assessment:#PASSEDat>5%.#==================================================================#STSMonobitTest#Verysimple.Countsthe1bitsinalongstringofrandomuints.#Comparestoexpectednumber,generatesap-valuedirectlyfrom



#erfc().Veryeffectiveatrevealingovertlyweakgenerators;#Notsogoodatdeterminingwherestrongeroneseventuallyfail.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||****||||||#14|****||||****||||||#|****||||****||||||#12|****|****|****||****|||****|||#|****|****|****||****|||****|||#10|****|****|****||****|||****|****||#|****|****|****||****|||****|****||#8|****|****|****||****|||****|****||#|****|****|****|****|****|||****|****|****|#6|****|****|****|****|****||****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.286818forSTSMonobitTest#Assessment:#PASSEDat>5%.#==================================================================#STSRunsTest#Countsthetotalnumberof0runs+totalnumberof1runsacross#asampleofbits.Notethata0runmustbeginwith10andend#with01.Notethata1runmustbeginwith01andendwitha10.#Thistest,runonabitstringwithcyclicboundaryconditions,is#absolutelyequivalenttojustcountingthe01+10bitpairs.



#Itisthereforetotallyredundantwithbutnotasgoodasthe#rgb_bitdist()testfor2-tuples,whichlooksbeyondthemeanstothe#moments,testinganentirehistogramof00,01,10,and11counts#toseeifitisbinomiallydistributedwithp=0.25.#==================================================================#RunDetails#Randomnumbergeneratortested:mt19937_1999#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||#14||||****||||||****|#||||****|****|||||****|#12||||****|****|||||****|#|||****|****|****|||||****|#10|****|****|****|****|****||****|||****|#|****|****|****|****|****||****|||****|#8|****|****|****|****|****|****|****|||****|#|****|****|****|****|****|****|****|****||****|#6|****|****|****|****|****|****|****|****||****|#|****|****|****|****|****|****|****|****||****|#4|****|****|****|****|****|****|****|****||****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.337260forSTSRunsTest#Assessment:#PASSEDat>5%.



7.0.2CommentsThisistheoutputfromwhatisgenerallyconsidereda“good”RNG–onethatisoftentoutedaspassingDiehard.Asonecanseefromtheoutputabove,althoughit“passed”Diehard,itwasabitofamarginalpassandinfactwhenthenumberoftestsamplesisincreasedanumberoftestsreturnp-valuesthatarenotterriblylowbutwhichalsoarenotuniformlydistributed,usuallyasignofeventualfailure.Letusquicklyreviewtheseresultsandcomment.Themt199371999isquitefast(at28×107randspersecondona1.87GHzlaptop).Thebitpersistencetestshowsthatallofitsunsignedintegerbitsvary,whichisgood.Thesequenceofbitdistributionsteststhatfollowshowthatitis5-bitrandom–arbitrarypiecesoftheintegersitreturnsthatare5bitsinlengthareuniformlydistributedacrossall32integersthusrepresented,but6bitchunksarenotuniformlydistributedoverthe64integersthusrepresented!Thisisinterestinginformation.Itmeansthatthisgeneratorwillnotproducecom-pletelyuniformresultsforanyntupletofbitswith6ormorebitsinit.Ifusedtoselectrandomasciiletters,forexample,itprobablywillnotcoverthealphabetuniformlywithintheexpectationsofstatistics.Italsopointstoadirectionforfurtherstudyofthegen-erator.Whyandhowdoesthegeneratorfailtobe6bitrandom?Whatwouldhappenifonetooktwomt199371999generators(withindependentseeds)and“shuffled”theiroutputin5bitchunks?WethenbeginontheDiehardtests.Thetestpassesthebirthdaytest,butexaminingthedistributionproducedwecanseethatthepassisabit“marginal”,inthesensethatpisn’tterriblyuniformlydistributed.Whenthishappens,onemaywanttoreruntheparticulartestafewtimestoseeifthefeaturesinthehistogramvaryoraresystematic.Alternatively,rerunningitwithalargervalueofKSsampleswithe.g.-p1000ormoremaypushitintounambiguousfailureandinfactitdoes.Thisisamarginalresult,andasampleofrandomnumbersfarsmallerthanwhatwouldbeusedinanynumericalsimulationwillunambiguouslyfailtheDiehardbirthdaystest.Surprisingly,wefindthatthegeneratorunambiguouslyfailstheOverlapping5-PermutationstestwiththeDieharderdefaultsalready!Notewellthattheoriginaldiehardtestonlyproducestwop-values,andthereisaverygoodchance,ofcourse,thatatleastoneofthosetwowillbewellabovetheusualp<0.01criterionforrejectingthenullhypothesis.Dieharderrevealsaverysystematicproblemwithmt199371999–ithasatendencytoproducelongstretchesofrandsthatareeitherabit“toorandom”(toolikelytopreciselybalancepermutations)or“tooordered”(toolikelytofavorcertainpermutationsoverothers).Thetwoarenearlybalancedsothatoverallthegeneratorprobablydoesbalancethetotalnumberofpermutationsnicely,butthebunchingofthepermutationsinsamplesof1000000randomintegersisnon-random!mt199371999handilypassesthebinaryranktests.Thisisinteresting,giventhatwehavealreadydeterminedthegeneratortobe5bitrandom(butnot6).Apparentlythebinaryranktestsarelesssensitivetoovertinhomogeneityinthentuplebitdistributionthanthebitdistributiontest,oratleastsampleadifferentaspectofbitlevelrandomness.



WethenbeginthefourbitdistributiontestsinDiehard:bitstream,OPSO,OQSOandDNA.Allofthesetestthedistributionofoverlapping20-bitintegersubstringsofanun-signedintegerstreamofrandomnumbers,buttheydosoindifferentways.mt199371999does“poorly”onthebitstreamtest,butpassestheotherthreeeasily.Noteonceagainthatrunningthebitstreamtestonly20times(theoriginalDieharddefault)andexamin-ingtheresultingp-valuesbyeyeonewouldalmostcertainlyhavepassedthegenerator,butnowwehaveacumulativep-valuefromanactualKStestlessthan1%,apointwheremosttestsrecommendrejectingthenullhypothesis.TheDieharderrecommendationisinsteadtorerunthetestafewtimes(orupthenumberofsamplesintheKStestwith-p500orthelike)!ThisisespeciallyreasonablegiventhattheRNGpassestheotherthree20-bittests,somethingthatseemsrelativelyunlikelyifitfailsbitstream.Doingso,wenotethatinfactmt199371999failstheDiehardbitstreamtestquiteunambiguouslyat-p500.Thep-valuesreturnedfromthetestaresystematicallytoogood(stronglybiasedtowardshighervaluesofp)!Thisinturnsuggeststhatwereruntheother20-bittestswithlargervaluesofp.Perhapswejustgotluckyandtherearefeaturesinthehistogramsofpthataresystem-aticbutnotyetsignificantcomparedtothestatisticalnoisestillresidualwithonly100samples.Wetrydieharder-d6-t0-p500toseehowOPSOfareswithalotmorep-valuesinthefinalKStest,anddiscoverthatyes,mt199371999passesOPSOwhilefailingbitstreamattheDieharder(enhancedDiehard)level.TheDiehardtestsareverygoodatrevealingcertainkindsofnon-randomness,andareevencapableofsomefairlysubtlediscriminationinthatregard.mt199371999alsopassestheDiehardCountthe1stestshandily.NotethatthistestssomethingcompletelydifferentfromtheSTSmonobittestorbitdistributiontestatn=1–itismoreconcernedwithdetectingmidrangebitcorrelationswithintheoverlappingstream.Becausewealreadyknowmt199371999is5bitrandom,thisisn’tacompletesurprise–eventhoughthetestusesall8bitsofabyte,itisbalancedin1’soverallandhastherightfrequencyofbitpatternsoutthrough5bits,soatestlikethisthatisprimarilysensitivetohavingtherightnumberofbitsonlyonabytewisebasisseemslikelytopass.Thenextthreetests–Diehardparkinglotandminimumdistance(in2dand3d)areteststhatareatleastweaklysensitivetothebunchingofuniformdeviatespickedincoordinatentuplesonhyperplanes.Thefirstattemptstocoveran(integer)gridwithnon-overlapping“cars”anditishopedthatonewillrecordanexcessofcrashesifthecoordinatesarebunchedcomparedtotrulyrandom.Itismostsensitivetogrossdevi-ationsfromuniformity,asthetinydeviationsassociatedwithhyperplaneformationarelikelyblock-averagedbythetruncationprocessconvertingunsignedintegersoruniformdeviatesintointegersoverasmallerrange.Theminimumdistancetestsaresimilarbutinsteadoflookingforexcesscrashesitpicksrandomcoordinatesthatareuniformdevi-atesandlookingfortheminimumdistancebetweenallpossiblepairs.Thistestshouldbemuchmoresensitivetohyperplanarbunchingthatoccursatthedimensionalityofthefieldsbeingsofilled,asonemightreasonablyexpectthatanysuchbunchingwillreducetheaverageminimumdistanceobservedaftersomenumberoftrials.Knuthsuggestsalternativewaysofmakingthesamedetermination(perhapsmoreaccuratelyandrepro-



ducibly),andthiskindoftestshouldfairlyclearlybecarriedoutinasystematicstudyofhigherdimensionuntilafailureisobservedasthebitdistribution(STSseries)testisabove.Inanyevent,mt199371999passestheparkinglotandminimumdistancetestin2dand3d,suggestingthatitisreasonablyuniformthroughthreedimensions.TheDiehardsqueezetestisanothermeasureoftheuniformityofthedistribution,computingthedistributionofthenumberofmultiplicationsrequiredtoreducethemaxi-mumsignedinteger2147483647to1bymultiplyingitbyauniformdeviateandroundingthedoubleprecisionresultuptothenexthighestinteger.Thistestisrepeatedmanytimesandχ2testonthefrequencyhistogramusedtogenerateatestp-value.mt199371999passesthistesthandily.TheDiehardsumstestalsoteststhedistributionofuniformdeviatesbysummingthem100atatimeandcomputingthedistributionoftotals,thenreducingthatdistributiontoap-value.DieharderperformsafinalKStestasusualontheresultsfrom100testsinsteadofthe10thatwerethedefaultinDiehard,andusesnon-overlappingsumsbydefaultaswell.mt199371999passesthesumstesteitherway.TheDiehardrunstestcountsthefrequenciesofup-runsanddown-runs(sequencesofrandomintegersoruniformdeviatesthatstrictlyincreaseordecrease)inalargesamplesequence.Dieharduseduniformdeviates,butDieharderusesrandomunsignedintegersasexaminingthemismuchfaster–uniformdeviatesusuallybeingformedbyperform-ingadivisiononrandomunsignedintegers–andobviouslyyieldidentical(butoppo-site)informationwithonlytheinterpretationofupanddownrunsbeinginterchanged.mt199371999passestherunstestsinbothdirectionseasily.Finally,mt199371999passesbothaspectsoftheDiehardcrapstest,producingthecorrectoverallprobabilityofwinningandthecorrectdistributionforthethrowsrequiredtoendthegame.Asoneexpects,themt199371999RNGpassesboththeSTSmonobitandrunstests,giventhatwehavealreadydeterminedthatitis5bitrandominthebitdistributiontestabove(equivalenttoSTSseries).Insummary,mt199371999doesnotpassalltheDiehardertestsderivedfromDiehardtests,failingboththebitstreamandtheoverlapping5-permutationstest.InbothcasestheRNGproduces“reasonable”p-valuesquitealotofthetime(permittingonetocon-cludethattheDiehardsuiteoftestswereall“passed”bythisRNG).However,Dieharderhasrevealedthatthosep-valueswereproducedsystematicallyinthewrongproportionssothatthefinalKStestisnotpassedandthenullhypothesismustberejected.Still,itisclearthatfornearlyallpurposes,mt199371999isanexcellentRNG–asgoodasanyavailableintheGSL.Wewillnotmakethemistakeofstatingthatit“passesDieharder”aswedonotwishtoimplythatDieharderisabenchmarktesttobepassedbutratheratoolsetthatcanbeusedtoexplore.DiehardercontainsteststhatnoRNGwe’vetestedisableto“pass”,andweexpecttoaddmore.WewouldmuchpreferthatDiehardreturnspecificinformationaboutwhere,andhow,anygivenRNGfailsgiventhatallofthemarepseudo-randomnumbergeneratorsandhenceboundtofailinsomerespectoranother.



SomuchforgoodRNGs.Whataboutbadones?7.1ABadGenerator:randuLetuslooknowatan“infamouslybad”randomnumbergenerator,randu.randuisalinearcongruentialgeneratorthatissobadthatithasitsownWikipediapage[?]extollingitscompletelackofvirtue.Whensuccessivepointsina3dimensionalspaceareselectedwithrandu,theyallfallon15distinctplanes.LetusexamineranduwithDieharderandseewhatittellsusaboutitssuitabilityasaRNG.#==================================================================#RGBTimingTest##Thistesttimestheselectedrandomnumbergeneratoronly.Itis#generallyrunatthebeginningofarunof-a(ll)theteststoprovide#somemeasureoftherelativetimetakenupgeneratingrandomnumbers#forthevariousgeneratorsandtests.#==================================================================#==================================================================#rgb_timing()testusingtherandugenerator#Averagetimeperrand=2.538020e+01nsec.#Randspersecond=3.940079e+07.#==================================================================#RGBBitPersistenceTest#Thistestgenerates256sequentialsamplesofanrandomunsigned#integerfromthegivenrng.Successiveintegersarelogically#processedtoextractamaskwith1’swhereeverbitsdonot#change.SincebitswillNOTchangewhenfillinge.g.unsigned#intswith16bitints,thismasklogically&’dwiththemaximum#randomnumberreturnedbytherng.Alltheremaining1’sinthe#resultingmaskarethereforesignificant--theyrepresentbits#thatneverchangeoverthelengthofthetest.Thesebitsare#verylikelythereasonthatcertainrng’sfailthemonobit#test--extrapersistente.g.1’sor0’sinevitablybiasthe#totalbitcount.Inmanycasestheparticularbitsrepeated#appeartodependontheseed.Ifthe-iflagisgiven,the#entiretestisrepeatedwiththerngreseededtogenerateamask#andtheextractedmaskcumulatedtoshowallthepossiblebit#positionsthatmightberepeatedfordifferentseeds.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=256(testdefaultis256)



#P-valuesinfinalKStest=1(testdefaultis1)#Samplespertestrun=256,tsamplesignored#Testrun1timestocumulateunchangedbitmask#==================================================================#Results#Resultsforrandurng,usingits31validbits:#(Cumulatedmaskofzeroisgood.)#cumulated_mask=5=00000000000000000000000000000101#randm_mask=2147483647=01111111111111111111111111111111#random_max=2147483647=01111111111111111111111111111111#rgb_persisttestFAILED(bitsrepeat)#==================================================================#==================================================================#RGBBitDistributionTest#Accumulatesthefrequenciesofalln-tuplesofbitsinalist#ofrandomintegersandcomparesthedistributionthusgenerated#withthetheoretical(binomial)histogram,formingchisqandthe#associatedp-value.Inthistestn-tuplesareselectedwithout#WITHOUToverlap(e.g.01|10|10|01|11|00|01|10)sothesamples#areindependent.Everyothersampleisoffsetmodulusofthe#sampleindexandntuple_max.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#Testingntuple=1#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||



#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forRGBBitDistributionTest#Assessment:#FAILEDat<0.01%.#GeneratorranduFAILSat0.01%for1-tuplets.rgb_bitdistterminating.#==================================================================#Diehard"Birthdays"test(modified).#Eachtestdeterminesthenumberofmatchingintervalsfrom512#"birthdays"(bydefault)drawnona24-bit"year"(by#default).Thisisrepeated100times(bydefault)andthe#resultscumulatedinahistogram.Repeatedintervalsshouldbe#distributedinaPoissondistributioniftheunderlyinggenerator#israndomenough,andaachisqandp-valueforthetestare#evaluatedrelativetothisnullhypothesis.##Itisrecommendedthatyourunthisatorneartheoriginal#100testsamplesperp-valuewith-t100.##Twoadditionalparametershavebeenadded.Indiehard,nms=512#butthisCANbevariedandallMarsaglia’sformulaestillwork.It#canberesettodifferentvalueswith-xnmsvalue.#Similarly,nbits"should"24,butwecanreallymakeitanything#wewantthat’slessthanorequaltormax_bits=32.Itcanbe#resettoanewvaluewith-ynbits.Bothdefaulttodiehard’s#valuesifno-xor-yoptionsareused.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100(testdefaultis100)#P-valuesinfinalKStest=100(testdefaultis100)#512samplesdrawnfrom24-bitintegersmaskedoutofa#31bitrandominteger.lambda=2.000000,kmax=6,tsamples=100#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000



#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||****||||#|||||||****||||#14|****||||||****||||#|****||||||****||||#12|****||||||****|****|||#|****|****||****|||****|****||****|#10|****|****||****|||****|****||****|#|****|****||****|||****|****||****|#8|****|****||****|||****|****|****|****|#|****|****||****||****|****|****|****|****|#6|****|****|****|****||****|****|****|****|****|#|****|****|****|****||****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.538138forDiehardBirthdaysTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardOverlapping5-{}PermutationsTest.#ThisistheOPERM5test.Itlooksatasequenceofonemill-#ion32-bitrandomintegers.Eachsetoffiveconsecutive#integerscanbeinoneof120states,forthe5!possibleor-#deringsoffivenumbers.Thusthe5th,6th,7th,...numbers#eachprovideastate.Asmanythousandsofstatetransitions#areobserved,cumulativecountsaremadeofthenumberof#occurencesofeachstate.Thenthequadraticforminthe#weakinverseofthe120x120covariancematrixyieldsatest#equivalenttothelikelihoodratiotestthatthe120cell#countscamefromthespecified(asymptotically)normaldis-#tributionwiththespecified120x120covariancematrix(with#rank99).Thisversionuses1,000,000integers,twice.#==================================================================#RunDetails#Randomnumbergeneratortested:randu



#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^28for100samples.#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#40|||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#32|****||||||||||#|****||||||||||#28|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#20|****||||||||||#|****||||||||||#16|****|||||||||****|#|****|||||||||****|#12|****|||||||||****|#|****|||||||||****|#8|****|****||****||****||||****|#|****|****|****|****||****||||****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardOverlapping5-{}permutationsTest#Assessment:#FAILEDat<0.01%.#==================================================================#Diehard32x32BinaryRankTest#ThisistheBINARYRANKTESTfor31x31matrices.Theleftmost#31bitsof31randomintegersfromthetestsequenceareused#toforma31x31binarymatrixoverthefield{0,1}.Therank#isdetermined.Thatrankcanbefrom0to31,butranks<28#arerare,andtheircountsarepooledwiththoseforrank28.#Ranksarefoundfor(default)40,000suchrandommatricesand#achisquaretestisperformedoncountsforranks31,30,29and#<=28.#



#Asalways,thetestisrepeatedandaKStestappliedtothe#resultingp-valuestoverifythattheyareapproximatelyuniform.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=40000(testdefaultis40000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehard32x32RankTest#Assessment:#FAILEDat<0.01%.#==================================================================#Diehard6x8BinaryRankTest#ThisistheBINARYRANKTESTfor6x8matrices.Fromeachof#sixrandom32-bitintegersfromthegeneratorundertest,a#specifiedbyteischosen,andtheresultingsixbytesforma#6x8binarymatrixwhoserankisdetermined.Thatrankcanbe#from0to6,butranks0,1,2,3arerare;theircountsare



#pooledwiththoseforrank4.Ranksarefoundfor100,000#randommatrices,andachi-squaretestisperformedon#countsforranks6,5and<=4.##Asalways,thetestisrepeatedandaKStestappliedtothe#resultingp-valuestoverifythattheyareapproximatelyuniform.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#80|||||||||||#|||||||||||#72|||||||||||#|****||||||||||#64|****||||||||||#|****||||||||||#56|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#40|****||||||||||#|****||||||||||#32|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#16|****||||||||||#|****||||||||||#8|****|****|||||||||#|****|****||||****||****|||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehard6x8BinaryRankTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardBitstreamTest.#Thefileundertestisviewedasastreamofbits.Callthem



#b1,b2,....Consideranalphabetwithtwo"letters",0and1#andthinkofthestreamofbitsasasuccessionof20-letter#"words",overlapping.Thusthefirstwordisb1b2...b20,the#secondisb2b3...b21,andsoon.Thebitstreamtestcounts#thenumberofmissing20-letter(20-bit)wordsinastringof#2^21overlapping20-letterwords.Thereare2^20possible20#letterwords.Foratrulyrandomstringof2^21+19bits,the#numberofmissingwordsjshouldbe(verycloseto)normally#distributedwithmean141,909andsigma428.Thus#(j-141909)/428shouldbeastandardnormalvariate(zscore)#thatleadstoauniform[0,1)pvalue.Thetestisrepeated#twentytimes.##Notethatofcoursewedonot"restartfile",whenusinggsl#generators,wejustcrankoutthenextrandomnumber.#Wealsodonotbothertooverlapthewords.randsarecheap.#Finally,werepeatthetest(usually)morethantwentytime.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||



#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardBitstreamTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardOverlappingPairsSparseOccupance(OPSO)#TheOPSOtestconsiders2-letterwordsfromanalphabetof#1024letters.Eachletterisdeterminedbyaspecifiedten#bitsfroma32-bitintegerinthesequencetobetested.OPSO#generates2^21(overlapping)2-letterwords(from2^21+1#"keystrokes")andcountsthenumberofmissingwords---that#is2-letterwordswhichdonotappearintheentiresequence.#Thatcountshouldbeveryclosetonormallydistributedwith#mean141,909,sigma290.Thus(missingwrds-141909)/290should#beastandardnormalvariable.TheOPSOtesttakes32bitsat#atimefromthetestfileandusesadesignatedsetoften#consecutivebits.Itthenrestartsthefileforthenextde-#signated10bits,andsoon.##Note2^21=2097152,tsamplescannotbevaried.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||



#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardOPSOTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardOverlappingQuadruplesSparceOccupancy(OQSO)Test##Similar,toOPSOexceptthatitconsiders4-letter#wordsfromanalphabetof32letters,eachletterdetermined#byadesignatedstringof5consecutivebitsfromthetest#file,elementsofwhichareassumed32-bitrandomintegers.#Themeannumberofmissingwordsinasequenceof2^21four-#letterwords,(2^21+3"keystrokes"),isagain141909,with#sigma=295.Themeanisbasedontheory;sigmacomesfrom#extensivesimulation.##Note2^21=2097152,tsamplescannotbevaried.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||



#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardOQSOTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardDNATest.##TheDNAtestconsidersanalphabetof4letters::C,G,A,T,#determinedbytwodesignatedbitsinthesequenceofrandom#integersbeingtested.Itconsiders10-letterwords,sothat#asinOPSOandOQSO,thereare2^20possiblewords,andthe#meannumberofmissingwordsfromastringof2^21(over-#lapping)10-letterwords(2^21+9"keystrokes")is141909.#Thestandarddeviationsigma=339wasdeterminedasforOQSO#bysimulation.(SigmaforOPSO,290,isthetruevalue(to#threeplaces),notdeterminedbysimulation.##Note2^21=2097152#Notealsothatwedon’tbotherwithoverlappingkeystrokes#(andsamplemorerands--randsarenowcheap).#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=2097152(testdefaultis2097152)



#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardDNATest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardCountthe1s(stream)(modified)Test.#Considerthefileundertestasastreamofbytes(fourper#32bitinteger).Eachbytecancontainfrom0to81’s,#withprobabilities1,8,28,56,70,56,28,8,1over256.Nowlet#thestreamofbytesprovideastringofoverlapping5-letter#words,each"letter"takingvaluesA,B,C,D,E.Thelettersare#determinedbythenumberof1’sinabyte::0,1,or2yieldA,#3yieldsB,4yieldsC,5yieldsDand6,7or8yieldE.Thus#wehaveamonkeyatatypewriterhittingfivekeyswithvari-#ousprobabilities(37,56,70,56,37over256).Thereare5^5



#possible5-letterwords,andfromastringof256,000(over-#lapping)5-letterwords,countsaremadeonthefrequencies#foreachword.Thequadraticformintheweakinverseof#thecovariancematrixofthecellcountsprovidesachisquare#test::Q5-Q4,thedifferenceofthenaivePearsonsumsof#(OBS-EXP)^2/EXPoncountsfor5-and4-lettercellcounts.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=256000(testdefaultis256000)#P-valuesinfinalKStest=100(testdefaultis100)#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardCountthe1s(stream)#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardCountthe1sTest(byte)(modified).



#ThisistheCOUNT-THE-1’sTESTforspecificbytes.#Considerthefileundertestasastreamof32-bitintegers.#Fromeachinteger,aspecificbyteischosen,saytheleft-#most::bits1to8.Eachbytecancontainfrom0to81’s,#withprobabilitie1,8,28,56,70,56,28,8,1over256.Nowlet#thespecifiedbytesfromsuccessiveintegersprovideastring#of(overlapping)5-letterwords,each"letter"takingvalues#A,B,C,D,E.Thelettersaredeterminedbythenumberof1’s,#inthatbyte::0,1,or2--->A,3--->B,4--->C,5--->D,#and6,7or8--->E.Thuswehaveamonkeyatatypewriter#hittingfivekeyswithwithvariousprobabilities::37,56,70,#56,37over256.Thereare5^5possible5-letterwords,and#fromastringof256,000(overlapping)5-letterwords,counts#aremadeonthefrequenciesforeachword.Thequadraticform#intheweakinverseofthecovariancematrixofthecell#countsprovidesachisquaretest::Q5-Q4,thedifferenceof#thenaivePearsonsumsof(OBS-EXP)^2/EXPoncountsfor5-#and4-lettercellcounts.##Note:Weactuallycyclesamplesoverall0-31bitoffsets,so#thatifthereisaproblemwithanyparticularoffsetithas#achanceofbeingobserved.Onecanimagineproblemswithodd#offsetsbutnoteven,forexample,oronlywiththeoffset7.#tsamplesandpsamplescanbefreelyvaried,butyou’lllikely#needtsamples>>100,000tohaveenoughtogetareliablekstest#result.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=256000(testdefaultis256000)#P-valuesinfinalKStest=100(testdefaultis100)#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||



#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardCountthe1s(byte)#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardParkingLotTest(modified).#Thisteststhedistributionofattemptstorandomlyparka#squarecaroflength1ona100x100parkinglotwithout#crashing.Weplotn(numberofattempts)versusk(numberof#attemptsthatdidn’t"crash"becausethecarsquares#overlappedandcomparetotheexpectedresultfromaperfectly#randomsetofparkingcoordinates.Thisis,alas,notreally#knownontheoreticalgroundssoinsteadwecompareton=12,000#wherekshouldaverage3523withsigma21.9andisveryclose#tonormallydistributed.Thus(k-3523)/21.9isastandard#normalvariable,whichconvertedtoauniformp-value,provides#inputtoaKStestwithadefault100samples.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=0(testdefaultis0)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||#|||||||||||#18|||||||||||#|||||||||||#16|||||||||||#|||||||||||



#14||||****|||||||#||||****|||||||#12||||****|||****||||#||||****|||****||||#10|****||****|****|||****|****|****||#|****||****|****|****||****|****|****|****|#8|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.977990forDiehardParkingLotTest#Assessment:#PASSEDat>5%.#==================================================================#DiehardMinimumDistance(2dCircle)Test#Generate8000pointsina10000^2square.Determinethe#theshortestnearestneighbordistanceR.Thisshouldgenerate#p=1.0-exp(-R^2/0.995).Repeatforlotsofsamples,applya#KStesttoseeifpisuniform.##Thenumberofsamplesisfixed--tsamplesisignored.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#60|||||||||||#|||||||||||#54|||||||||||#|||||||||||#48|||||||||||#|||||||||||#42|||****||||||||



#|||****||||||||#36|||****||||||||#|||****||||||||#30|||****||||||||#|||****||||||||#24|||****||||||||#|||****||||||||#18|||****||||||||#|||****||||||||#12|||****||****||||****|****|#|||****||****||****||****|****|#6|||****||****|****|****||****|****|#|||****||****|****|****||****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardMinimumDistance(2dCircle)Test#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardMinimumDistance(2dCircle)Test#Generate8000pointsina10000^2square.Determinethe#theshortestnearestneighbordistanceR.Thisshouldgenerate#p=1.0-exp(-R^2/0.995).Repeatforlotsofsamples,applya#KStesttoseeifpisuniform.##Thenumberofsamplesisfixed--tsamplesisignored.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#40|||||||||||#|||||||||||#36|||||||||||#|||||||||||#32|||||||||||#|||||||||||#28|||||||||||#|||||||||||



#24|||||||||||#|||||||||||#20|****||****||||||||#|****||****||||||||#16|****||****||||||||#|****||****||||||||#12|****|****|****|****|****||||||#|****|****|****|****|****||||||#8|****|****|****|****|****||||||#|****|****|****|****|****|||****|||#4|****|****|****|****|****|****|****|****|||#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000001forDiehard3dSphere(MinimumDistance)Test#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardSqueezeTest.#Randomintegersarefloatedtogetuniformson[0,1).Start-#ingwithk=2^31=2147483647,thetestfindsj,thenumberof#iterationsnecessarytoreducekto1,usingthereduction#k=ceiling(k*U),withUprovidedbyfloatingintegersfrom#thefilebeingtested.Suchj’sarefound100,000times,#thencountsforthenumberoftimesjwas<=6,7,...,47,>=48#areusedtoprovideachi-squaretestforcellfrequencies.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#40|||||||||||#|||||||||||#36|||||||||||#|||||||||||#32|||||||||||#|||||||||||#28|||||||||||#|||||||||||



#24|||||||||||#|||||||||||#20|****||||||||||#|****||||||||||#16|****|****|||||||||#|****|****|||||||||#12|****|****|||||||||#|****|****|****|****|||||****||#8|****|****|****|****||****|****||****||#|****|****|****|****|****|****|****||****||#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.013380forDiehardSqueezeTest#Assessment:#POSSIBLYWEAKat<5%.#Recommendation:Repeattesttoverifyfailure.#==================================================================#DiehardSumsTest#IntegersarefloatedtogetasequenceU(1),U(2),...ofuni-#form[0,1)variables.Thenoverlappingsums,#S(1)=U(1)+...+U(100),S2=U(2)+...+U(101),...areformed.#TheS’sarevirtuallynormalwithacertaincovariancemat-#rix.AlineartransformationoftheS’sconvertsthemtoa#sequenceofindependentstandardnormals,whichareconverted#touniformvariablesforaKSTEST.Thep-valuesfromten#KSTESTsaregivenstillanotherKSTEST.##Notewell:-Ocausestheolddiehardversiontoberun(moreor#less).Omittingitcausesnon-overlappingsumstobeusedand#directlyteststheoverallbalanceofuniformrands.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100(testdefaultis100)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000



#20|||||||||||#|||||||||||#18||||||||||****|#||||||||||****|#16||||||||||****|#|||||||||****|****|#14|||||||||****|****|#|||||||||****|****|#12|||||||||****|****|#|||||||****||****|****|#10||****|||||****||****|****|#|****|****|||||****||****|****|#8|****|****||****|||****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#6|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.214757forDiehardSumsTest#Assessment:#PASSEDat>5%.#==================================================================#Diehard"runs"test(modified).#Thisteststhedistributionofincreasinganddecreasingruns#ofintegers.Ifcalledwithreasonableparameterse.g.-s100#orgreaterand-n100000orgreater,itwillcomputeavector#ofp-valuesforupanddownandverifythattheproportion#ofthesevalueslessthan0.01isconsistentwithauniform#distribution.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#20|||||||||||
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#4|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#2|****|****|****|****|****|****|****|****|****|****|#|****|****|****|****|****|****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.316433forRuns(down)#Assessment:#PASSEDat>5%.#==================================================================#DiehardCrapsTest#ThisistheCRAPSTEST.Itplays200,000gamesofcraps,finds#thenumberofwinsandthenumberofthrowsnecessarytoend#eachgame.Thenumberofwinsshouldbe(verycloseto)a#normalwithmean200000pandvariance200000p(1-p),with#p=244/495.Throwsnecessarytocompletethegamecanvary#from1toinfinity,butcountsforall>21arelumpedwith21.#Achi-squaretestismadeontheno.-of-throwscellcounts.#Each32-bitintegerfromthetestfileprovidesthevaluefor#thethrowofadie,byfloatingto[0,1),multiplyingby6#andtaking1plustheintegerpartoftheresult.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=200000(testdefaultis200000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||



#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forCrapsTest(mean)#Assessment:#FAILEDat<0.01%.#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forCrapsTest(freq)#Assessment:#FAILEDat<0.01%.



#==================================================================#STSMonobitTest#Verysimple.Countsthe1bitsinalongstringofrandomuints.#Comparestoexpectednumber,generatesap-valuedirectlyfrom#erfc().Veryeffectiveatrevealingovertlyweakgenerators;#Notsogoodatdeterminingwherestrongeroneseventuallyfail.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#80|||||||||||#|||||||||||#72|||||||||||#|****||||||||||#64|****||||||||||#|****||||||||||#56|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#40|****||||||||||#|****||||||||||#32|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#16|****||||||||||#|****||||||||||#8|****||||||||||#|****|||||****|****|****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forSTSMonobitTest#Assessment:#FAILEDat<0.01%.#==================================================================#STSRunsTest#Countsthetotalnumberof0runs+totalnumberof1runsacross



#asampleofbits.Notethata0runmustbeginwith10andend#with01.Notethata1runmustbeginwith01andendwitha10.#Thistest,runonabitstringwithcyclicboundaryconditions,is#absolutelyequivalenttojustcountingthe01+10bitpairs.#Itisthereforetotallyredundantwithbutnotasgoodasthe#rgb_bitdist()testfor2-tuples,whichlooksbeyondthemeanstothe#moments,testinganentirehistogramof00,01,10,and11counts#toseeifitisbinomiallydistributedwithp=0.25.#==================================================================#RunDetails#Randomnumbergeneratortested:randu#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#80|||||||||||#|||||||||||#72|||||||||||#|||||||||||#64|||||||||||#|****||||||||||#56|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#40|****||||||||||#|****||||||||||#32|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#16|****||||||||||#|****||||||||||#8|****|||||||||****|#|****||||****|****||****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forSTSRunsTest#Assessment:#FAILEDat<0.01%.Webeginbynotingthatranduisabout40Afterall,weshouldmakeeveryeffortto



explainwhytheRNGwasquitepopularandinwidespreadusebackinthe70’s.Thenthebadnewsbegins.Thebitpersistencetestshowsthatranduhasonly31significantbits(signedinteger)whichistobeexpectedandnotitselfaproblem.Howevereitalsoshowsthatthecumulatedmaskisnotzero!Twoofthethreeleastsignificantbitsproducedbytheranduiteratedmapneverchange.Thisisusuallyaverybadsignforarandomnumbergenerator,asitmeansthatthegeneratorwillverylikelyfaileventhesimplesttestsforuniformity.randudoesnotdisappointusinthisregard.Itisnoteven1bitrandomaccordingtothebitdistributionseriestest.Toputitbluntly,thegeneratorproducesanunbalancednumberof0’sand1’s,meaningthatitcannotproducedbalanceddistributionsofhigherordernumbersofbits.Thatdoesnotmean,ofcourse,thatitwillfailalltherestofthetests.Thereareusuallyatleastsometeststhatarerelativelyinsensitivetotheparticularkindsofcorrela-tionsinnearlyanyRNGthatwasrandom“enough”tohavebeennamedanddistributedasaRNG(andhencemakeitintotheGSL).Indeed,aswelookdownthelistweseethatitpassestheDiehardbirthdaystest,theparkinglottest,andwouldhavepassedthesqueezetestbytheusualp>0.01condition(replacedinDieharderbya“answercloudy,tryagainlater”sortofmessage,whereoneisadvisedtotryagainharderbyincreasingthenumberofsamplesinthefinalKStestwith-p500orthelike).Itpassesthesumstest(apparently)andtherunstest.Itfailsalloftherest,includingofcourseboththemonobitandSTSrunstest,mostofthembydirectlyproducingnothingp-valuesverycloseto0.0,makingthefinalKStestmoot.EventhisRNG,well-knowntobeterribleformostpurposes,iscapableofproducingsequencesthatare“randomenough”topasssomeofDiehard’sdifficulttestsatthedefaultDiehardervalues,whichinturnareinvariablymorechallengingthanthoseofDiehard.WhathappensifonecranksuptheteststotowheretheymakeaRNGdieharder?Inthecaseofrandu,mostlyitdies.Forexamplethesumstestfailswithoutanydoubtat500p-values.runsfailsbadlyat1000.Thesqueezetestfailsat300.Evenparkinglotfailsat2000p-values.Withrandu,“passing”Diehardtestsappearstobeamattermoreofhowhardyoulook,notwhetherornottheresultistrulyrandomaccordingtothetestmeasure.Incontrast,mt199371999stillpassestherunstestat10000p-samples,althoughatthatpointthepassgetstobevisiblymarginal.WereiteratethepreviousobservationconcerningthetruepurposeofDieharderwithitsvariablecontrols:Thepointisn’t“pass-ing”anygiventest,thepointisdeterminingwhereitfailsinaquantitativeway!WhenthisisdoneonecancomparetheperformanceofdifferentRNGsinameaningfulwayonatestbytestbasis.FromtheaboveweseethatDiehardercorrectlyleadsustoconcludethatranduisaprettypoorgeneratorthatmightwellnotevenproduceazero-sumcoinflipgame,letaloneproduceanunbiasedresultforsomethinglikeastatelottery.Forallofthat,randuisnottheworstRNGintheGSL.Considerthefollowing.



7.2AnUglyGenerator:slatecslatecistheGSLencapsulationoftheRANDfunctionfromtheSLATECCommonMath-ematicalLibrary,stillavailablefromwww.netlib.org[?].ThemeaningoftheSLATECacronymislostintime–onemightguessthatthe“S”standsfor“Sandia”or“Scien-tific”,the“LA”likelystandsfor“LosAlamos”andthe“TEC”conceivablyreferstoitspresumedutilityfortechnicalapplications(theonlyheaderinformationavailableinthearchivedsourcessuggestthatitwasdevelopedbyaconsortiumofDOEandDODna-tionallaboratories).Againitisalinearcongruentialgenerator,thistimeonefromKnuththatwassubjectedtoaspectraltestforcertainmultiplierstopickthe“best”one.Againwemaysafelypresumethatslatecwasusedtoperformmuchsimulationworkinthe80’s,quitelikely(givenitssponsors)inthefieldofnucleardevicedesign.LetusseewhatDiehardermakesofit:#==================================================================#RGBTimingTest##Thistesttimestheselectedrandomnumbergeneratoronly.Itis#generallyrunatthebeginningofarunof-a(ll)theteststoprovide#somemeasureoftherelativetimetakenupgeneratingrandomnumbers#forthevariousgeneratorsandtests.#==================================================================#==================================================================#rgb_timing()testusingtheslatecgenerator#Averagetimeperrand=3.582940e+01nsec.#Randspersecond=2.791004e+07.#==================================================================#RGBBitPersistenceTest#Thistestgenerates256sequentialsamplesofanrandomunsigned#integerfromthegivenrng.Successiveintegersarelogically#processedtoextractamaskwith1’swhereeverbitsdonot#change.SincebitswillNOTchangewhenfillinge.g.unsigned#intswith16bitints,thismasklogically&’dwiththemaximum#randomnumberreturnedbytherng.Alltheremaining1’sinthe#resultingmaskarethereforesignificant--theyrepresentbits#thatneverchangeoverthelengthofthetest.Thesebitsare#verylikelythereasonthatcertainrng’sfailthemonobit#test--extrapersistente.g.1’sor0’sinevitablybiasthe#totalbitcount.Inmanycasestheparticularbitsrepeated#appeartodependontheseed.Ifthe-iflagisgiven,the#entiretestisrepeatedwiththerngreseededtogenerateamask#andtheextractedmaskcumulatedtoshowallthepossiblebit#positionsthatmightberepeatedfordifferentseeds.



#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=256(testdefaultis256)#P-valuesinfinalKStest=1(testdefaultis1)#Samplespertestrun=256,tsamplesignored#Testrun1timestocumulateunchangedbitmask#==================================================================#Results#Resultsforslatecrng,usingits22validbits:#(Cumulatedmaskofzeroisgood.)#cumulated_mask=0=00000000000000000000000000000000#randm_mask=4194303=00000000001111111111111111111111#random_max=4194303=00000000001111111111111111111111#rgb_persisttestPASSED(nobitsrepeat)#==================================================================#==================================================================#RGBBitDistributionTest#Accumulatesthefrequenciesofalln-tuplesofbitsinalist#ofrandomintegersandcomparesthedistributionthusgenerated#withthetheoretical(binomial)histogram,formingchisqandthe#associatedp-value.Inthistestn-tuplesareselectedwithout#WITHOUToverlap(e.g.01|10|10|01|11|00|01|10)sothesamples#areindependent.Everyothersampleisoffsetmodulusofthe#sampleindexandntuple_max.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#Testingntuple=1#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||



#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forRGBBitDistributionTest#Assessment:#FAILEDat<0.01%.#GeneratorslatecFAILSat0.01%for1-tuplets.rgb_bitdistterminating.#==================================================================#Diehard"Birthdays"test(modified).#Eachtestdeterminesthenumberofmatchingintervalsfrom512#"birthdays"(bydefault)drawnona24-bit"year"(by#default).Thisisrepeated100times(bydefault)andthe#resultscumulatedinahistogram.Repeatedintervalsshouldbe#distributedinaPoissondistributioniftheunderlyinggenerator#israndomenough,andaachisqandp-valueforthetestare#evaluatedrelativetothisnullhypothesis.##Itisrecommendedthatyourunthisatorneartheoriginal#100testsamplesperp-valuewith-t100.##Twoadditionalparametershavebeenadded.Indiehard,nms=512#butthisCANbevariedandallMarsaglia’sformulaestillwork.It#canberesettodifferentvalueswith-xnmsvalue.#Similarly,nbits"should"24,butwecanreallymakeitanything#wewantthat’slessthanorequaltormax_bits=32.Itcanbe#resettoanewvaluewith-ynbits.Bothdefaulttodiehard’s#valuesifno-xor-yoptionsareused.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=100(testdefaultis100)#P-valuesinfinalKStest=100(testdefaultis100)#512samplesdrawnfrom22-bitintegersmaskedoutofa



#22bitrandominteger.lambda=8.000000,kmax=2,tsamples=100#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#80|||||||||||#|||||||||||#72|||||||||||#|||||||||||#64||||||****|||||#||||||****|||||#56||||||****|||||#||||||****|||||#48||||||****|||||#||||||****|||||#40||||||****|||||#||||||****|||||#32||||||****|||||#||||||****|||||#24|****|||||****|||||#|****|||||****|||||#16|****|||||****|||||#|****|||||****|||||#8|****|||||****|||||#|****|****||||****|||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardBirthdaysTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardOverlapping5-{}PermutationsTest.#ThisistheOPERM5test.Itlooksatasequenceofonemill-#ion32-bitrandomintegers.Eachsetoffiveconsecutive#integerscanbeinoneof120states,forthe5!possibleor-#deringsoffivenumbers.Thusthe5th,6th,7th,...numbers#eachprovideastate.Asmanythousandsofstatetransitions#areobserved,cumulativecountsaremadeofthenumberof#occurencesofeachstate.Thenthequadraticforminthe#weakinverseofthe120x120covariancematrixyieldsatest#equivalenttothelikelihoodratiotestthatthe120cell#countscamefromthespecified(asymptotically)normaldis-#tributionwiththespecified120x120covariancematrix(with



#rank99).Thisversionuses1,000,000integers,twice.##NotethatDieharderrunsthetest100times,nottwice,by#default.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=1000000(testdefaultis1000000)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^28for100samples.#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#80|||||||||||#|||||||||||#72|||||||||||#|||||||||||#64|||||||||||#||||||||||****|#56||||||||||****|#||||||||||****|#48||||||||||****|#||||||||||****|#40||||||||||****|#||||||||||****|#32||||||||||****|#||||||||||****|#24||||||||||****|#||||||||||****|#16|||||||****|||****|#|||||||****|||****|#8|****|****|||||****|||****|#|****|****|||||****|||****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardOverlapping5-{}permutationsTest#Assessment:#FAILEDat<0.01%.#==================================================================#Diehard32x32BinaryRankTest#ThisistheBINARYRANKTESTfor31x31matrices.Theleftmost#31bitsof31randomintegersfromthetestsequenceareused



#toforma31x31binarymatrixoverthefield{0,1}.Therank#isdetermined.Thatrankcanbefrom0to31,butranks<28#arerare,andtheircountsarepooledwiththoseforrank28.#Ranksarefoundfor(default)40,000suchrandommatricesand#achisquaretestisperformedoncountsforranks31,30,29and#<=28.##Asalways,thetestisrepeatedandaKStestappliedtothe#resultingp-valuestoverifythattheyareapproximatelyuniform.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=40000(testdefaultis40000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehard32x32RankTest#Assessment:#FAILEDat<0.01%.



#==================================================================#Diehard6x8BinaryRankTest#ThisistheBINARYRANKTESTfor6x8matrices.Fromeachof#sixrandom32-bitintegersfromthegeneratorundertest,a#specifiedbyteischosen,andtheresultingsixbytesforma#6x8binarymatrixwhoserankisdetermined.Thatrankcanbe#from0to6,butranks0,1,2,3arerare;theircountsare#pooledwiththoseforrank4.Ranksarefoundfor100,000#randommatrices,andachi-squaretestisperformedon#countsforranks6,5and<=4.##Asalways,thetestisrepeatedandaKStestappliedtothe#resultingp-valuestoverifythattheyareapproximatelyuniform.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#100|||||||||||#|||||||||||#90|||||||||||#|||||||||||#80|****||||||||||#|****||||||||||#70|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#50|****||||||||||#|****||||||||||#40|****||||||||||#|****||||||||||#30|****||||||||||#|****||||||||||#20|****|||||||||****|#|****|||||||||****|#10|****|||||||||****|#|****|||||||||****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results



#KuiperKS:p=0.000000forDiehard6x8BinaryRankTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardBitstreamTest.#Thefileundertestisviewedasastreamofbits.Callthem#b1,b2,....Consideranalphabetwithtwo"letters",0and1#andthinkofthestreamofbitsasasuccessionof20-letter#"words",overlapping.Thusthefirstwordisb1b2...b20,the#secondisb2b3...b21,andsoon.Thebitstreamtestcounts#thenumberofmissing20-letter(20-bit)wordsinastringof#2^21overlapping20-letterwords.Thereare2^20possible20#letterwords.Foratrulyrandomstringof2^21+19bits,the#numberofmissingwordsjshouldbe(verycloseto)normally#distributedwithmean141,909andsigma428.Thus#(j-141909)/428shouldbeastandardnormalvariate(zscore)#thatleadstoauniform[0,1)pvalue.Thetestisrepeated#twentytimes.##Notethatofcoursewedonot"restartfile",whenusinggsl#generators,wejustcrankoutthenextrandomnumber.#Wealsodonotbothertooverlapthewords.randsarecheap.#Finally,werepeatthetest(usually)morethantwentytime.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||



#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardBitstreamTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardOverlappingPairsSparseOccupance(OPSO)#TheOPSOtestconsiders2-letterwordsfromanalphabetof#1024letters.Eachletterisdeterminedbyaspecifiedten#bitsfroma32-bitintegerinthesequencetobetested.OPSO#generates2^21(overlapping)2-letterwords(from2^21+1#"keystrokes")andcountsthenumberofmissingwords---that#is2-letterwordswhichdonotappearintheentiresequence.#Thatcountshouldbeveryclosetonormallydistributedwith#mean141,909,sigma290.Thus(missingwrds-141909)/290should#beastandardnormalvariable.TheOPSOtesttakes32bitsat#atimefromthetestfileandusesadesignatedsetoften#consecutivebits.Itthenrestartsthefileforthenextde-#signated10bits,andsoon.##Note2^21=2097152,tsamplescannotbevaried.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||



#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardOPSOTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardOverlappingQuadruplesSparceOccupancy(OQSO)Test##Similar,toOPSOexceptthatitconsiders4-letter#wordsfromanalphabetof32letters,eachletterdetermined#byadesignatedstringof5consecutivebitsfromthetest#file,elementsofwhichareassumed32-bitrandomintegers.#Themeannumberofmissingwordsinasequenceof2^21four-#letterwords,(2^21+3"keystrokes"),isagain141909,with#sigma=295.Themeanisbasedontheory;sigmacomesfrom#extensivesimulation.##Note2^21=2097152,tsamplescannotbevaried.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.



#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardOQSOTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardDNATest.##TheDNAtestconsidersanalphabetof4letters::C,G,A,T,#determinedbytwodesignatedbitsinthesequenceofrandom#integersbeingtested.Itconsiders10-letterwords,sothat#asinOPSOandOQSO,thereare2^20possiblewords,andthe#meannumberofmissingwordsfromastringof2^21(over-#lapping)10-letterwords(2^21+9"keystrokes")is141909.#Thestandarddeviationsigma=339wasdeterminedasforOQSO#bysimulation.(SigmaforOPSO,290,isthetruevalue(to#threeplaces),notdeterminedbysimulation.#



#Note2^21=2097152#Notealsothatwedon’tbotherwithoverlappingkeystrokes#(andsamplemorerands--randsarenowcheap).#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=2097152(testdefaultis2097152)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardDNATest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardCountthe1s(stream)(modified)Test.#Considerthefileundertestasastreamofbytes(fourper#32bitinteger).Eachbytecancontainfrom0to81’s,



#withprobabilities1,8,28,56,70,56,28,8,1over256.Nowlet#thestreamofbytesprovideastringofoverlapping5-letter#words,each"letter"takingvaluesA,B,C,D,E.Thelettersare#determinedbythenumberof1’sinabyte::0,1,or2yieldA,#3yieldsB,4yieldsC,5yieldsDand6,7or8yieldE.Thus#wehaveamonkeyatatypewriterhittingfivekeyswithvari-#ousprobabilities(37,56,70,56,37over256).Thereare5^5#possible5-letterwords,andfromastringof256,000(over-#lapping)5-letterwords,countsaremadeonthefrequencies#foreachword.Thequadraticformintheweakinverseof#thecovariancematrixofthecellcountsprovidesachisquare#test::Q5-Q4,thedifferenceofthenaivePearsonsumsof#(OBS-EXP)^2/EXPoncountsfor5-and4-lettercellcounts.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=256000(testdefaultis256000)#P-valuesinfinalKStest=100(testdefaultis100)#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================



#Results#KuiperKS:p=0.000000forDiehardCountthe1s(stream)#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardCountthe1sTest(byte)(modified).#ThisistheCOUNT-THE-1’sTESTforspecificbytes.#Considerthefileundertestasastreamof32-bitintegers.#Fromeachinteger,aspecificbyteischosen,saytheleft-#most::bits1to8.Eachbytecancontainfrom0to81’s,#withprobabilitie1,8,28,56,70,56,28,8,1over256.Nowlet#thespecifiedbytesfromsuccessiveintegersprovideastring#of(overlapping)5-letterwords,each"letter"takingvalues#A,B,C,D,E.Thelettersaredeterminedbythenumberof1’s,#inthatbyte::0,1,or2--->A,3--->B,4--->C,5--->D,#and6,7or8--->E.Thuswehaveamonkeyatatypewriter#hittingfivekeyswithwithvariousprobabilities::37,56,70,#56,37over256.Thereare5^5possible5-letterwords,and#fromastringof256,000(overlapping)5-letterwords,counts#aremadeonthefrequenciesforeachword.Thequadraticform#intheweakinverseofthecovariancematrixofthecell#countsprovidesachisquaretest::Q5-Q4,thedifferenceof#thenaivePearsonsumsof(OBS-EXP)^2/EXPoncountsfor5-#and4-lettercellcounts.##Note:Weactuallycyclesamplesoverall0-31bitoffsets,so#thatifthereisaproblemwithanyparticularoffsetithas#achanceofbeingobserved.Onecanimagineproblemswithodd#offsetsbutnoteven,forexample,oronlywiththeoffset7.#tsamplesandpsamplescanbefreelyvaried,butyou’lllikely#needtsamples>>100,000tohaveenoughtogetareliablekstest#result.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=256000(testdefaultis256000)#P-valuesinfinalKStest=100(testdefaultis100)#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||



#|||||||||||#96|****||||||||||#|****||||||||||#84|****||||||||||#|****||||||||||#72|****||||||||||#|****||||||||||#60|****||||||||||#|****||||||||||#48|****||||||||||#|****||||||||||#36|****||||||||||#|****||||||||||#24|****||||||||||#|****||||||||||#12|****||||||||||#|****||||||||||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardCountthe1s(byte)#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardParkingLotTest(modified).#Thisteststhedistributionofattemptstorandomlyparka#squarecaroflength1ona100x100parkinglotwithout#crashing.Weplotn(numberofattempts)versusk(numberof#attemptsthatdidn’t"crash"becausethecarsquares#overlappedandcomparetotheexpectedresultfromaperfectly#randomsetofparkingcoordinates.Thisis,alas,notreally#knownontheoreticalgroundssoinsteadwecompareton=12,000#wherekshouldaverage3523withsigma21.9andisveryclose#tonormallydistributed.Thus(k-3523)/21.9isastandard#normalvariable,whichconvertedtoauniformp-value,provides#inputtoaKStestwithadefault100samples.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=0(testdefaultis0)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values



#Countinghistogrambins,binscale=0.100000#60|||||||||||#|||||||||||#54|||||||||||#|||||||||||#48|||||||||||#|||||||||||#42|||||||||||#|||||||****||||#36|||||||****||||#|||||||****||||#30|||||||****|****|||#|||||||****|****|||#24|||||||****|****|||#|||||||****|****|||#18|||||||****|****|||#|||||||****|****|||#12||||||****|****|****|||#||||****||****|****|****|||#6|||****|****||****|****|****|||#|||****|****||****|****|****|||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardParkingLotTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardMinimumDistance(2dCircle)Test#Itdoesthis100times::choosen=8000randompointsina#squareofside10000.Findd,theminimumdistancebetween#the(n^2-n)/2pairsofpoints.Ifthepointsaretrulyinde-#pendentuniform,thend^2,thesquareoftheminimumdistance#shouldbe(verycloseto)exponentiallydistributedwithmean#.995.Thus1-exp(-d^2/.995)shouldbeuniformon[0,1)and#aKSTESTontheresulting100valuesservesasatestofuni-#formityforrandompointsinthesquare.Testnumbers=0mod5#areprintedbuttheKSTESTisbasedonthefullsetof100#randomchoicesof8000pointsinthe10000x10000square.##Thistestusesafixednumberofsamples--tsamplesisignored.#Italsousesthedefaultvalueof100psamplesinthefinal#KStest,foronceagreeingpreciselywithDiehard.#==================================================================



#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=8000(testdefaultis8000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96||||||||||****|#||||||||||****|#84||||||||||****|#||||||||||****|#72||||||||||****|#||||||||||****|#60||||||||||****|#||||||||||****|#48||||||||||****|#||||||||||****|#36||||||||||****|#||||||||||****|#24||||||||||****|#||||||||||****|#12||||||||||****|#||||||||||****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardMinimumDistance(2dCircle)Test#Assessment:#FAILEDat<0.01%.#==================================================================#Diehard3dSphere(MinimumDistance)Test#Choose4000randompointsinacubeofedge1000.Ateach#point,centeraspherelargeenoughtoreachthenextclosest#point.Thenthevolumeofthesmallestsuchsphereis(very#closeto)exponentiallydistributedwithmean120pi/3.Thus#theradiuscubedisexponentialwithmean30.(Themeanis#obtainedbyextensivesimulation).The3DSPHEREStestgener-#ates4000suchspheres20times.Eachminradiuscubedleads#toauniformvariablebymeansof1-exp(-r^3/30.),thena



#KSTESTisdoneonthe20p-values.##Thistestignorestsamples,andrunstheusualdefault100#psamplestouseinthefinalKStest.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=4000(testdefaultis4000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#120|||||||||||#|||||||||||#108|||||||||||#|||||||||||#96||||||||||****|#||||||||||****|#84||||||||||****|#||||||||||****|#72||||||||||****|#||||||||||****|#60||||||||||****|#||||||||||****|#48||||||||||****|#||||||||||****|#36||||||||||****|#||||||||||****|#24||||||||||****|#||||||||||****|#12||||||||||****|#||||||||||****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehard3dSphere(MinimumDistance)Test#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardSqueezeTest.#Randomintegersarefloatedtogetuniformson[0,1).Start-#ingwithk=2^31=2147483647,thetestfindsj,thenumberof#iterationsnecessarytoreducekto1,usingthereduction



#k=ceiling(k*U),withUprovidedbyfloatingintegersfrom#thefilebeingtested.Suchj’sarefound100,000times,#thencountsforthenumberoftimesjwas<=6,7,...,47,>=48#areusedtoprovideachi-squaretestforcellfrequencies.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#40|||||||||||#|||||||||||#36|||||||||||#|||||||||||#32|||||||||||#|||||||||||#28|||||||||||#||||||||||****|#24||||||||||****|#||||||||||****|#20|||****|||||||****|#|||****|||||||****|#16|||****||||****|||****|#|||****||||****|****||****|#12|||****||****||****|****||****|#|||****||****||****|****||****|#8||****|****||****||****|****||****|#||****|****||****||****|****||****|#4||****|****||****||****|****||****|#||****|****||****||****|****||****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardSqueezeTest#Assessment:#FAILEDat<0.01%.#==================================================================#DiehardSumsTest#IntegersarefloatedtogetasequenceU(1),U(2),...ofuni-#form[0,1)variables.Thenoverlappingsums,#S(1)=U(1)+...+U(100),S2=U(2)+...+U(101),...areformed.



#TheS’sarevirtuallynormalwithacertaincovariancemat-#rix.AlineartransformationoftheS’sconvertsthemtoa#sequenceofindependentstandardnormals,whichareconverted#touniformvariablesforaKSTEST.Thep-valuesfromten#KSTESTsaregivenstillanotherKSTEST.##Notewell:-Ocausestheolddiehardversiontoberun(moreor#less).Omittingitcausesnon-overlappingsumstobeusedand#directlyteststheoverallbalanceofuniformrands.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=100(testdefaultis100)#P-valuesinfinalKStest=100(testdefaultis100)#Numberofrandsrequiredisaround2^21perpsample.#Usingnon-overlappingsamples(default).#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#80|||||||||||#||||||||||****|#72||||||||||****|#||||||||||****|#64||||||||||****|#||||||||||****|#56||||||||||****|#||||||||||****|#48||||||||||****|#||||||||||****|#40||||||||||****|#||||||||||****|#32||||||||||****|#||||||||||****|#24||||||||||****|#||||||||||****|#16||||||||||****|#|||||||||****|****|#8||||||||****|****|****|#||||||||****|****|****|#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forDiehardSumsTest#Assessment:



#FAILEDat<0.01%.#==================================================================#DiehardRunsTest#ThisistheRUNStest.Itcountsrunsup,andrunsdown,#inasequenceofuniform[0,1)variables,obtainedbyfloat-#ingthe32-bitintegersinthespecifiedfile.Thisexample#showshowrunsarecounted:.123,.357,.789,.425,.224,.416,.95#containsanup-runoflength3,adown-runoflength2andan#up-runof(atleast)2,dependingonthenextvalues.The#covariancematricesfortheruns-upandruns-downarewell#known,leadingtochisquaretestsforquadraticformsinthe#weakinversesofthecovariancematrices.Runsarecounted#forsequencesoflength10,000.Thisisdonetentimes.Then#repeated.##InDiehardersequencesoflengthtsamples=100000areusedby#default,and100p-valuesthusgeneratedareusedinafinal#KStest.#==================================================================#RunDetails#Randomnumbergeneratortested:slatec#Samplespertestpvalue=100000(testdefaultis100000)#P-valuesinfinalKStest=100(testdefaultis100)#==================================================================#Histogramofp-values#Countinghistogrambins,binscale=0.100000#40|||||||||||#|||||||||||#36|||||||||||#|||||||||||#32|||||||||||#|||||||||||#28|||||||||||#|||||****||||||#24|||||****||||||#|||||****||||||#20||||****|****|||****|||#||||****|****|||****|||#16||||****|****||****|****|||#||||****|****||****|****|||#12||||****|****||****|****|||#||||****|****||****|****|||#8|||****|****|****||****|****|****||#|||****|****|****||****|****|****||#4|||****|****|****||****|****|****||
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#36|||||||||||#|||||||||||#32|||||||||****||#|||||||||****||#28|||||||||****||#||||****|||||****||#24||||****||||****|****||#||||****||||****|****||#20||||****||||****|****||#||||****||||****|****||#16||||****|****|||****|****||#||||****|****|||****|****||#12||||****|****|||****|****||#||||****|****|||****|****||#8||||****|****|||****|****||#||||****|****|||****|****||#4||||****|****|||****|****||#||||****|****|||****|****||#|--------------------------------------------------#|0.1|0.2|0.3|0.4|0.5|0.6|0.7|0.8|0.9|1.0|#==================================================================#Results#KuiperKS:p=0.000000forSTSRunsTest#Assessment:#FAILEDat<0.01%.Fromtheaboveweseethatwhereranduwasmerelybad,slatecisdownrightugly.Itisaboutthesamespeedasmt199371999.Ithasonly22bitsinthenumbersitreturns(aspanofonlyaboutfourmillionnumbers!)Itagainfailstobeeven1-bitrandomaccordingtothebitdistributiontest.Itthenproceedstofailallofthetestsforrandomness!Eventeststhatonemightexpecttoberelativelyinsensitivetoitssmallnumberofbits(suchastheparkinglotandrunstest)arefailedbadly.NotethatinanumberofcasesthefailureisonethatrequiresthefinalKStestofthereturnedtestp-values.Thosep-valuesthemselvesarenotnecessarilypoor–inthecaseoftheDiehardsumstest,forexample,theyareallverycloseto1.0!Theyarejustcompletelyincorrectlydistributed.TheslatecRNGasimplementedintheGSLholdsaspecialplaceinmyheart,asitistheperfectgeneratortousetodemonstratefailureofthenullhypothesisinarandomnumbertest.Thisisactuallyratherrare–allbutaveryfewoftheRNGsincapsulatedintheGSLwillpassatleastafewDiehard(er)testswiththedefaults.slatecisageneratorthatIwouldn’thesitatetolistunsuitableforanypurpose–except,ofcourse,demonstratingtheunambiguousfailureofanRNGtestinDieharder.



Chapter8ConclusionsTheDieharderresultspresentedaboveshowthepracticalutilityofaddingcontrolstoandgeneralizingRNGtestingsuitessothattheirabilitytodiscriminatefailureofaRNG(rejectionofthenullhypothesis)canbetunedtotheneedsoftheuser.Dieharderhasalsoshowedthedangeroftreatingthepassingofanysuchsuiteoftestsforfixedvaluesandlackingsuchcontrolsasthedefiningpropertyofa“good”RNG.RNGswillallfailatleastsometestsforrandomnessatsomepointbecausethesequencestheyproducearenot,infact,trulyrandom.However,agoodRNGmayhavetobepushedveryhardtodemonstrateafailureofrandomness,andevenwhenpushedmayonlyfailsometests.Indeed,atsomepointthevalidityoftheteststhemselvesmayfailbecauseofnumericalproblemsotherthanthequalityoftheRNG.Eveninitsinfancy,DieharderhasproventobeausefultoolforstudyingRNGs,andtheencapsulationofRNGsthatonemightwishtostudyinthetightly-integratedGSLpromisestofacilitatemanyprojectsthatstudyRNGsorwishtotestlibrary-basedRNGsforsuitabilityinsomenumericalapplication.BecauseitisafullyGPLtool,boththetoolitselfandallmodificationsofthetoolthatmightbedistributedmustbeprovidedwithimmediateaccesstothesourcesothatonewillneverfindoneselfinthepositionofusingabinaryprogramasa“blackbox”andthereforeuncertainastowhethersomeparticularfailureobservedisduetoafailureoftheRNGorratherduetoabugintheprogram.Accesstothecodemeansthatonecanaddinputoroutputstatementstoanyroutineasrequiredtovalidatetheoperationofanytest.Thiscanbeveryimportant;onemightwishtobecertainthatageneratorthatis“supposed”toberandom(perhapsonebuiltonthebasisofaquantumprocessbelievedtoberandomontheoreticalgrounds)butthatfailssomeDiehardertestindeeddoesfailthattest.Dieharderisindeed,though,stillregrettablyincomplete.AlthoughalloftheDiehardtestsareencapsulated,manySTStestsandmanytestssuggestedbyKnutharenotyetencapsulated.ThereisalsonopracticallimitonthenumberofwaysonecantestRNGs,andtheavailabilityofaconvenientandconsistentinterfaceforencapsulatingnewtestsshould,itishoped,encourangethedevelopmentofaltogethernewones.127



Inaddition,Dieharderwilleventuallybegivenagraphicaluserinterface(likelyinher-itedfromR)andtheabilitytoexecutetestsonacluster.Thesetwoadditionswillbothmakethetooleasiertoplaywithanduseandmuchfaster,sothatmorecomplextestscanbeperformedonlongersequencesofnumbers.Agraphicalinterfacehasadditionaladvantagesaswell–manyrandomnumbergeneratorsfailbecausetheydecomposeintohyperplanesinahighenoughdimensionality.Althoughthiscanbetestedfornumerically,itiscertainlydesireabletobeabletovisualizeitaswell,andvisualizationmaywellrevealnewpatternsofRNGfailurethatarenotdetectedbyanyknowntests.Numericallygeneratedrandomnumbersplayanincreasinglyimportantroleinmanystatisticalapplicationsfrombusinessandgamingthroughphysicsandmathematics.So-phisticatedtestsaretherebyrequiredtovalidateRNGsforsuitabilityinmanydifferentroles.Dieharderisagoodplatformuponwhichtodevelopthosetests,inadditiontobeingaprettygoodsetoftestsalready.
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